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1 Introduction  1 

1.1 Scope 2 

This document is for designers and implementers, who want to build a gateway between IO-Link 3 
Masters or modules with communication interfaces according to the SMI structure as defined in 4 
IO-Link Interface and System [1] on one side – and multiple integration technologies on the client 5 
side as higher level e.g. PLC / OPC UA / JSON technologies, etc. 6 

This approach extends the classic PLC (classic process data processing) solutions that nowadays 7 
generally IoT and cloud applications require.  8 

Therefore, the specification strives for a maximum of access separation and responsibility between 9 
different clients that may have simultaneously access to an underlined IO-Link system with clearly 10 
defined rules. 11 

As a result, this specification establishes the opportunity for an intelligent gateway, managing the 12 
communication between the IO-Link Master and Client level, including the assignment of access 13 
rights via parameterization depending on the application requirements.  14 

A basic target of this document is the achievement of a unified user experience for users of IO-15 
Link Gateways. This includes a common precise understanding of access rights and basic 16 
functionality.  17 

By a standardized Gateway Manager, the realization of generic configuration tools of the Gateway 18 
Manger (e. g. an extended PCDT) that fit different Gateway Manager brands, shall be simplified 19 
for further improvement of a unified user experience.  20 

A further target is the definition of an abstract application programming interface, to make IO-Link 21 
Gateways easily accessible to the IT world and simplifies for example the design of reusable 22 
integration modules (see 3.1.2) which is not only advantageous for a unified user experience but 23 
also for the pervasiveness of IO-Link.  24 

1.2 List of affected patents 25 

There are no affected patents known by the members of the IO-Link gateway management working 26 
group. The list is empty. The IO-Link Community does not guarantee the completeness of this list. 27 

2 References 28 

The following document, in whole or in part, is referenced in this document and is indispensable 29 
for its application:  30 

IO-Link Community, IO-Link Interface and System, V1.1.3, June 2019, Order No. 10.002 et seq. 31 

3 Terms, definitions, symbols, abbreviated terms and conventions 32 

3.1 Terms and definitions 33 

For the purposes of this document apply 34 

• the terms and definitions given in [1] 35 

• the following specific definitions 36 

3.1.1  37 
Access Right Set 38 
combination of low-level access rights that are linked to grant access to services 39 

3.1.2  40 
Integration module 41 
gateway part providing the integration interface to be accessed by clients 42 

3.1.3  43 
Client 44 
user application, which is accessing IO-Link data via an integration interface 45 
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3.1.4  46 
ClientID 47 
element of an SMI / SGI service as defined in 11.2.2 in [1] 48 

3.1.5  49 
Gateway 50 
component representing a bridge between multiple communication sections  51 

3.1.6  52 
Gateway manager  53 
software agent using the implemented access rules parametrized and defined by SGI services, to 54 
control proper communication  55 

3.1.7  56 
Gateway Manufacturer 57 
entity providing Gateways with dedicated feature set for use by customers 58 

3.1.8  59 
ModuleNumber 60 
element of an SGI ArgBlock that addresses one SMI module 61 

3.1.9  62 
not applicable 63 
n/a 64 
this entry cannot be applied within this context 65 

3.1.10  66 
SMI module 67 

unit providing services of the Standardized Master Interface 68 

3.1.11  69 
GWM-Address 70 
combination of ClientID or TargetClientID, ModuleNumber, PortNumber that specifies a set of one 71 
or more paths between a (Target)ClientID and a PortNumber of a specific SMI module. 72 

3.2 Symbols and abbreviated terms 73 

Device IO-Link Device according [1] 

GWM Gateway Manager 

JSON  Java Script Object Notation 

Master IO-Link Master according [1] 

OPC UA Open Platform Communications Unified Architecture 

PDCT Port and Device Configuration Tool ("Master Tool") 

PLC Programmable logic controller 

Port IO-Link Port according [1] 

 74 

4 Involved Technologies 75 

4.1 IO-Link technology 76 

The IO-Link technology is standardized within IEC 61131-9 as SDCI and supported by IO-Link 77 
Community documents (see [1]). It provides a digital communication for devices to exchange 78 
Process Data, diagnosis information and parameters with a controller (PC or PLC).  79 

Communication is "point-to-point" from an IO-Link Master Port to an IO-Link Device. An IO-Link 80 
Master can have multiple ports and thus communicates simultaneously with multiple Devices. 81 

IO-Link provides a standardized Master Interface (SMI) to ensure a harmonized behavior and 82 
communication over all Master manufactures into upper networks. This standardization was first 83 
released in V1.1.3 (see [1]).  84 
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4.2 Integration technologies 85 

4.2.1 General 86 

The increasing usage of IO-Link as a simple, powerful, and reliable interface to sensors and 87 
actuators has led to many proprietary and standardized integrations. The increasing usage of 88 
web access and IoT leads to applications managed by the user, referred to as integration 89 
technology. To optimize and support the integration technologies, IO-Link Community guidelines 90 
are used by all technology providers. E. g. referenced to fieldbus integration technologies (IEC 91 
61158 and IEC 61784-1/2), see [2], [3] and [4]. 92 

The IO-Link Community themselves provides extended guideline definition for technology 93 
integrations.  94 

• OPC UA technology (Companion standard for IO-Link), see [5] 95 

• JSON mapping for IO-Link, see [6] 96 

Some examples of integration documents are given in Figure 1. 97 

 98 

Figure 1 – Sample integration documents  99 

IO-Link Gateways can be considered as agents between multiple client applications as PLC 100 
programs, asset management systems, predictive-maintenance-, data mining-, quality control-, or 101 
Event logger software that need simultaneous access to IO-Link Devices connected to IO-Link 102 
Masters. 103 

Authentication and security aspects for the Gateway are handled by integration technology and 104 
out of scope of the Gateway Manager. 105 

 106 

4.2.2 Classic fieldbus-based automation hierarchy 107 

Within the classic fieldbus-based automation hierarchy according to Figure 2, all Devices are con-108 
trolled exactly by one client ─ usually by the fieldbus application. This fieldbus application essen-109 
tially has unrestricted access to the functionality of the Device. Concurrent accesses are handled 110 
within the gateway (fieldbus).    111 



D1.0.0-01 ─ 10 ─ Gateway Management © IO-Link 
 

Draft for Executive Review. Do not Claim Conformance! 

  112 

Figure 2 – "Classic" fieldbus-based Automation Hierarchy 113 

4.2.3 Extended sharing automation hierarchies 114 

The standard master interface SMI introduced in version 1.1.3 of the IO-Link System and Interface 115 
specification [1] offers a well-defined access point to different client applications. 116 

Simultaneous access of different clients to a single IO-Link component, however, may lead to 117 
undesired or even fatal consequences for the automation system.  118 

For example, if a PLC writes process data to a system that causes a switch to close and 119 
simultaneously an internet-based client sends process data to open the switch, the behavior of the 120 
system may become unpredictable.  121 

The situation described in this example can be avoided by a policy that only one client has 122 
permission to write process data.  123 

The gateway management provides means to implement and enforce policies that refer to potential 124 
issues caused by simultaneous access of clients to IO-Link components.  125 

Such means are for example: 126 

• Assignment of different levels for different clients. 127 

• Registration of notifications indicating configuration changes. 128 

While the definition and description of the means to avoid potential issues are within the scope of 129 
this document, the policies are not.  130 

In fact, they may be completely different as in the case of automation systems. The definition of 131 
policies is thus under the responsibility of the system designer. 132 
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  133 

Figure 3 – Extended Automation Hierarchy with Gateway Management 134 

Figure 3 shows an example of an automation system with multiple clients and multiple SMI modules 135 
e.g. IO-Link Masters. 136 

However, to support the use of GWM Configuration tools for different Gateway manager brands a 137 
harmonized interface called SGI with explicit identification of the supported gateway modules is 138 
defined in this document. 139 

4.3 Two tier approach 140 

Objective of this document is creating a uniform method for the coordination of different integration 141 
interfaces. This has the two aspects of  142 

• how this coordination feature is presented to the customers/users, and  143 

• which kind of algorithms and software technologies should be implemented.  144 

A two-tier approach shall lead to a final specification. The first tier is heading for an agreed upon 145 
user view and the second tier will comprise implementation recommendations. 146 

It is not an objective of this document to coordinate different clients within one integration 147 
technology/interface. For example, the question of how to deal with different clients using the OPC 148 
UA server is the responsibility of this integration technology document. 149 

4.4 Generic vs. user-controlled behavior 150 

Two principles for coordination are possible and for the IO-Link gateway it has not been decided, 151 
which to follow.  152 

It would always be the most convenient way for customers/users, if coordination could be achieved 153 
automatically via a generic behavior. However, since the gateway cannot acquire information on 154 
how clients are using the integration interfaces, a generic behavior is difficult to design, and the 155 
method would be most likely error prone.   156 

The other method provides a configuration tool to the user for the assignment of authoriza-157 
tions/prioritizations to achieve a stable system behavior. 158 

 159 
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5 Gateway Architecture 160 

5.1 General 161 

Examples for user level views of a basic access rights assignment are given below. 162 

The vendor level view of the gateway architecture is depicted in Figure 4. It shows the vendor level 163 
view of the architectural structure of an IO-Link gateway. The vendor level view of the gateway 164 
describes the data flow hierarchy from user access points provided by integration technologies 165 
down to the IO-Link Devices at IO-Link Master Ports.  166 

 167 

 168 

Figure 4 – Vendor Level View of Gateway Architecture  169 

The elements of the Gateway Architecture form a vendor level viewpoint in Figure 4 are: 170 

• Integration modules – protocol conversion (see 5.2). 171 

• Gateway Manager GWM – managing access rights and additional functionality (see 5.3). 172 

• SMI Modules – simultaneously accessible (see 13 in [1]). 173 

 174 

Figure 5 – Integration modules  175 

As shown in Figure 5, integration modules are an integral part of the gateway. 176 
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 177 

5.2 Integration modules 178 

5.2.1 General 179 

Integration modules realize the conversion of elements, e.g. services, objects, or events of the 180 
integration technology into a common format: the SGI interface (see 5.5).  181 

The gateway manufacturer specifies, which integrations are supported by the gateway and how 182 
the abstract interfaces SGI and SMI are realized. As shown in Figure 5, the integration modules 183 
have a client-side end point that interact with one or more communication elements of the 184 
integration technology. They also have a gateway-manager-side that interacts with the gateway 185 
manager.  186 

5.2.2 Client side of an integration module 187 

The different client applications (Fieldbus, OPC UA, …) have their own integration technology. A 188 
specific protocol related to the integration technology defines the connection to the client side, 189 
showing access points, and the connection to the Gateway manager side, showing by unique 190 
ClientIDs. The client-side of an integration module may have one or more interfaces that allow 191 
different applications of the corresponding integration technology to connect to the corresponding 192 
integration module. Typical tasks of the client-side integration modules are:   193 

• Client / User authentication 194 

• Client / User role identification 195 

• Object Mapping 196 

• Concurrency inside the same type (e.g. access of more than one OPC UA client) 197 

• Security Encryption – interception protection 198 

• Routing of applications based on the integration technology to ClientIDs.  199 

5.2.3 Gateway manager side of an integration module 200 

The gateway-manager-side of an integration module uses the ClientID of the SGI header as 201 
discriminator for assigning access rights. Instead of regular SMI services, SGI services are used 202 
for communication, which basically are SMI services extended with a ModuleNumber, see 5.5.2. 203 
The structure of SGI Services is described in 5.5. 204 

5.2.4 ClientID handling 205 

The Gateway manufacturer assigns ClientIDs to the integration module. The ClientID has two 206 
functions within the Gateway Management: 207 

– Client identification for access right assignment. 208 

– Routing information to match request and asynchronous response part of an SGI service.  209 

The fact that access rights are linked to ClientIDs within an SMI service requires that the 210 
assignment of the ClientID stays under control of the designer/manufacturer of the Gateway.  211 

ClientIDs must not be selectable by the integration technology, in fact they even do not need to be 212 
visible in the user level view.  213 

In configuration tools, the ClientName is used as alias for the ClientID. The ClientName shall 214 
indicate the integration technology and possible instances with a unique user friendly name like 215 
"RestAPI-Admin".  216 

5.2.5 Reuse of existing integration specifications for integration modules 217 

The gateway manufacturer can reuse existing integration modules that connect directly with an IO-218 
Link Master via SMI (see Figure 2) by adding support for the ModuleNumbers to get SGI services. 219 
In its simplest form, this can be realized by a static assignment of the ModuleNumber. 220 

The amount of supported SGI services depends on the necessary functionality and may differ 221 
between implementations.  222 
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In case an integration module is able to write PDOut, the service SGI_ReleasePDControl shall be 223 
supported.  224 

In case of missing access rights at the GWM, a service shall be blocked (receive a JobError 225 
response with ErrorType ACCESS_NOT_GRANTED, see D.1.6).  226 

In case of temporarily blocked single ressources like process data or acyclic access, a service 227 
shall be blocked (receive a JobError response with ErrorType 228 
ACCESS_TEMPORARILY_NOT_GRANTED, see D.1.7).   229 

The integration module shall handle the additional error codes. 230 

5.3 Access Rights Model 231 

5.3.1 General 232 

For reasons of simplicity, individual access rights (for example, the right to write an IO-Link 233 
Parameter) cannot be assigned directly, instead access rights are assigned separately for read 234 
and write to a set of categories of services (see 5.3.2). The access right for one of the service 235 
categories for a ClientID can be assigned individually by a combination of ModuleNumber and 236 
PortNumber (see 5.3.3).  237 

Access rights are pre-configured by the gateway manufacturer and can be modified via the GWM 238 
Services (see 5.5).   239 

5.3.2 Service Categories 240 

The SMI services and the SGI services, are grouped into five service categories given in Table 1. 241 

Table 1 – Service categories  242 

Service category Description 

System data  Global configuration of GWM like access rights 
(SGI services) 

Module / Port data  Port specific configuration depending on technology 
(Master services)  

Device data  Configuration of device for application 
(Device services) 

Process data  Process data access in general 

Unrestricted Unconstrained services, not part of access right restrictions 

For a detailed list of services, see Table A.1. 243 

5.3.3 Access Rights 244 

The access rights specify the actions a client may perform interacting with the gateway manager, 245 
SMI modules, IO-Link Masters, Master-Ports, or connected IO-Link Devices. 246 

There are three different access rights which can be configured:  247 

– No Access: inhibits any access to a service of the given service category,  248 

– Read Only (R): allows only read services of the given service category to be executed,  249 

– Read / Write (R/W): allows all services of the given category to be executed. 250 

Rights for a service category are assigned for a combination of ClientID, ModuleNumber and 251 
PortNumber. To avoid excessive length of the rights at commissioning, wildcards can be used for 252 
ClientID, ModuleNumber, and PortNumber. 253 

Figure 6 shows an exemplary assignment of access rights for one port of a Master with several 254 
clients. 255 
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 256 

Figure 6 – Example for assignment of access rights 257 

For more complex embodiments the assign access rights for each module and/or port can be set 258 
individually. 259 

5.4 Client/interface coordination mechanism 260 

5.4.1 General 261 

The gateway must ensure the SMI services are performed conflict-free to guarantee a reliable automation 262 
system. 263 

The SMI specification in [1] supports a client coordination mechanism using a unique ClientID handle in 264 
each SMI service invocation for responding to the correct invoking client (see Figure 7). 265 

 266 

Figure 7 – Interface coordination via ClientIDs 267 

5.4.2 Events 268 

The Gateway management is responsible to forward the push services SMI_DeviceEvent and 269 
SMI_PortEvent as well as SGI events to all interfaces. If the GWM issues an Event, the INSTANCE field 270 
shall be set to "4" (Application), see Table A.17 in [1]. 271 

5.4.3 Concurrency and prioritization of SMI services 272 

This concept is specified in clause 11.2.3 of [1]. Prioritization of SGI and SMI services are not performed. 273 
All services accessing methods will be processed in the order of their arrival (first come, first serve). 274 

5.4.4 Exclusive Acyclic Access 275 

Figure 8 defines the different states how to request singular access and block concurrent accesses 276 
by other clients meanwhile to provide undisturbed and consistent access. 277 
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 278 

Figure 8 – State machine of the Exclusive Access Manager  279 

Table 2 shows the state transition tables of the Exclusive Access Manager. 280 

Table 2 – State transition tables of the Exclusive Access Manager 281 

STATE NAME STATE DESCRIPTION 

Non_Exclusive_1 There is no exclusive acyclic access ongoing. 

Block-Transmission_2 A block transmission is ongoing by the ActiveClientID. Acyclic accesses are granted 
for the ActiveClientID and each access resets the timer tm. 

BLOB-Transmission_3 A BLOB transmission is ongoing by the ActiveClientID. Acyclic accesses are granted 
for the ActiveClientID and each access resets the timer tm. 

User-Exclusive_4 A Client explicitly requested exclusive acyclic access. Acyclic accesses are granted for 
the ActiveClientID and each access resets the timer tm. 

 282 
TRANSITION SOURCE 

STATE 
TARGET 
STATE 

ACTION 

T1 1 2 Set ActiveClientID to ClientID of requester. Broadcast appearing Event 
0xFF00. Set AcycExclusiveCause of GWM_Status to “Block transfer”. 

T3 2 2 Return ErrorType 0x4144 

T4 2 2 Return ErrorType 0x4144. 

T5 2 1 Broadcast disappearing Event 0xFF00. Set ActiveClientID to "NONE". 
Set AcycExclusiveCause of GWM_Status to “No exclusive access”. 

T6 1 3 Set ActiveClientID to ClientID of requester. Broadcast appearing Event 
0xFF00. Set AcycExclusiveCause of GWM_Status to “BLOB transfer”. 

T8 3 3 Return ErrorType 0x4144 

T9 3 3 Return ErrorType 0x4144 

T10 3 1 Broadcast disappearing Event 0xFF00. Set ActiveClientID to "NONE". 
Set AcycExclusiveCause of GWM_Status to “No exclusive access”. 

T11 1 4 Set ActiveClientID to ClientID of requester. Broadcast appearing Event 
0xFF00. Set AcycExclusiveCause of GWM_Status to “User request”. 

T13 4 4 Return ErrorType 0x4144 

T14 4 4 Return ErrorType 0x4144 

Initial

Non-exclusive_1

BLOB-Transmission_3Block-Transmission_2 User-Exclusive_4

ComLost /
T13

BlobStart /
T5

SMI-Access
[DifferentClientID] /T2

tm, Block-End /
T4

SGI_exclusive /
T7

tm, BlobEnd /
T8

BlockStart /
T1

tm, SGI_exclusive
[Deactivate] /T12

SMI-Access
[DifferentClientID] /

T10

SMI-Access
[DifferentClientID] /

T6

SGI_exclusive
[DifferentClientID] /

T11

SGI_exclusive
[Activate] /

T9

SGI_exclusive /
T3
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TRANSITION SOURCE 
STATE 

TARGET 
STATE 

ACTION 

T15 4 1 Broadcast disappearing Event 0xFF00. Set ActiveClientID to "NONE". 
Set AcycExclusiveCause of GWM_Status to “No exclusive access”. 

T16 2, 3, 4 1 Broadcast disappearing Event 0xFF00. Set ActiveClientID to "NONE". 
Set AcycExclusiveCause of GWM_Status to “No exclusive access”. 

 283 
INTERNAL ITEMS TYPE DEFINITION 

BlockStart Trigger SystemCommand "ParamDownloadStart" or "ParamUploadStart" is 
successfully written by a client, see [1] for details. 

BlockEnd Trigger Successful SystemCommand "ParamUploadEnd", 
"ParamDownloadEnd", "ParamBreak", "ParamDownloadStore", any of 
the reset SystemCommands (0x80 – 0x83), or any other condition (e. 
g. PortStatusChanged, …) detectable by the GWM, which terminates 
the BlockTransfer (see Device ParameterManager state machine in 
10.3.2 in [1] for details). 

BLOBStart Trigger A BLOB transfer is successfully started by a client, see [7] for details. 

BLOBEnd Trigger The BLOB transfer has been completed or otherwise terminated, see 
[7] for details. 

SGI_exclusive Call Successful invocation of SGI_ExclusiveAcyclicAccess. 

Activate Bool RequestAccess = true, see C.6. 

Deactivate Bool RequestAccess = false, see C.6. 

SameClientID Bool ClientID of requester is equal to ActiveClientID 

DifferentClientID Bool ClientID of requester is not equal to ActiveClientID 

ComLost Trigger A “No Device“ Port Event was received from the corresponding port. 

tm Timer AutomaticTimeOut, see C.6 

ActiveClientID variable Stores the ID of the client, which currently has exclusive access to 
parameters. ”None” represents that no client is currently active. 

 284 

5.4.5 Exclusive PDControl 285 

Write access to process data is more restricted than to other data categories: At one point in time 286 
only one client shall have write access to process data out. This is guaranteed by the process data 287 
write priority. Process data write permission shall be granted to the client with the highest process 288 
data control priority. A process data write service of a client with lower priority shall be refused 289 
then. A process data writes service of a client with a priority equal to the priority of a client that 290 
has already process data write permission shall also be refused (first come, first served). The 291 
integration is responsible for release of the PDOut control right by issuing the 292 
SGI_ReleasePDControl service in case of connection lost or timeout of the integration technology. 293 

Figure 9 defines the different states how to handle the exclusive process data access based on 294 
the priorities and Table 3 shows the state transition tables of the Exclusive PD Manager. 295 

 296 
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 297 

Figure 9 – State machine of the Exclusive PD manager 298 

 299 

Table 3 – State transition tables of the Exclusive PD manager  300 

STATE NAME  STATE DESCRIPTION  

Idle_1 No control of PDOut and PDOut set to invalid. 

PD_Active_2 Control of PDOut by ActiveClientID with controlled validity.    301 
TRANSITION  SOURCE 

STATE  
TARGET 
STATE  

ACTION  

T1  1  2  Set ActiveClientID to ClientID of requester.  
Set ActivePDControlPrio to PDControlPrio of requester. 
Set PDOut according request. 
Broadcast appearing Event 0xFF01. 

T2  2  2  Set ActiveClientID to ClientID of requester.  
Set ActivePDControlPrio to PDControlPrio of requester. 
Set PDOut according request. 
Broadcast access change by Event 0xFF02. 

T3  2  2  Negative confirmation of SMI_PDOut service with ErrorType 0x4143.  

T4  2  1  Set ActiveClientID to "NONE". PDOut and PDValidity shall be 
unchanged. 
Broadcast disappearing Event 0xFF01. 

T5  2 2 Negative confirmation of SGI_ReleasePDControl ErrorType 0x4142. 

T6 2 1 Broadcast disappearing Event 0xFF01.   302 
INTERNAL ITEMS  TYPE  DEFINITION  

PDControlPrio Data PDControlPrio of the requesting client 

ActiveClientID  
 

Variable Stores the client identification with current exclusive 
access to process data. “None” represents that no 
client is currently active. 

ActivePDControlPrio Variable Stores the PDControlPrio of the ActiveClientID 

HigherPrio Bool Active when PDControlPrio is higher than 
ActivePDControlPrio 

LowerPrio Bool Active when PDControlPrio is equal or lower than 
ActivePDControlPrio 

Initial

Idle_1

PD-Active_2

SMI_PDOut /
T1

SGI_ReleasePDControl
[DifferentClientID] /

T5

SMI_PDOut [LowerPrio] /
T3

SMI_PDOut
[HigherPrio] /

T2

AccessRightWithdrawn /
T6

SGI_ReleasePDControl
[SameClientID] /

T4
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INTERNAL ITEMS  TYPE  DEFINITION  

SameClientID  Bool ClientID of requester is equal to ActiveClientID 

DifferentClientID  Bool ClientID of requester is not equal to ActiveClientID 

AccessRightWithdrawn Service Activated when the access rights are changed via 
access rights changes or ComLost 

 303 

5.5 The Standardized Gateway Interface "SGI" 304 

5.5.1 General 305 

SGI services are structured like SMI services defined in [1]. For addressing multiple SMI modules, 306 
an additional argument ModuleNumber is added to SMI and SGI services.  307 

An SGI supports the following types of services:  308 

• The SGI services listed in Table 7 are interacting with the GWM itself.  309 

• SMI services are propagated to a specific SMI module addressed by the service argument 310 
ModuleNumber. 311 

 312 

5.5.2 SGI service arguments 313 

The SGI services contain a fixed structure of standard elements defined in the following tables. 314 

Table 4 – SGI service request arguments  315 

Parameter name .req .cnf 

ModuleNumber 
ClientID 
PortNumber 
ExpArgBlockID 
ArgBlockLength 
ArgBlock 

M 
M 
M 
M 
M 
M 

 
 
 
 
 
 
 

Table 5 – SGI service positive confirmation arguments 316 

Parameter name .req .cnf 

ModuleNumber 
ClientID 
PortNumber 
RefArgBlockID (ID of request ArgBlock)  
ArgBlockLength 
ArgBlock (associated to ExpArgBlockID) 

 
 

M 
M 
M 
M 
M 
M 

Table 6 – SGI service negative confirmation arguments 317 

Parameter name .req .cnf 

ModuleNumber 
ClientID 
PortNumber 
RefArgBlockID (ID of request ArgBlock) 
ArgBlockLength 
ArgBlock (JobError: 0xFFFF) 

 M 
M 
M 
M 
M 
M 

 318 

 319 

ModuleNumber  320 

The number of the SMI module that is addressed by the SGI service. The ModuleNumber extends 321 
the SMI service arguments. SMI can address only one IO-Link Master, while SGI can address 322 
multiple SMI modules.  323 
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Data type: Unsigned8 324 

Permitted values:  325 

• "0" reserved for SGI services only (see Table 7). 326 

• 1 .. n, with n the maximum number of concurrent modules 327 

 328 

ClientID  329 

The ClientID identifies a client and is unique within the gateway.  330 

Data type: Unsigned8 331 

Permitted values:  332 

• "0"  for broadcast purposes in case of Events. 333 

• 1 .. n, with n the maximum number of concurrent clients.  334 

 335 

PortNumber  336 

Each SMI service contains the port number of the SMI module in case of an addressed port object 337 
(job) or in case of a triggered port object (event).  338 

Data type: Unsigned8 339 

Permitted values:  340 

• "0" reserved for SGI services only (see Table 7). 341 

• 1 .. n, with n the maximum number of ports. 342 

 343 

ExpArgBlockID/RefArgBlockID  344 

This element specifies the expected/referred ArgBlockID to carry the response data of a service 345 
request. 346 

Data type: Unsigned16 347 
Permitted values: 1 to 65535 348 
 349 

ArgBlockLength  350 

This element specifies the total length of the subsequent ArgBlock. Vendor specific extensions are 351 
not permitted.  352 

Data type: Unsigned16 353 
Permitted values: 2 to 65535 354 
 355 

ArgBlock 356 

All SMI services contain an ArgBlock characterized by an ArgBlockID and its description. 357 

Service results provide the ArgBlock associated to the ExpArgBlockID, which is part of this 358 
ArgBlock. The possibly variable length of the ArgBlock is predefined through definition in this 359 
document. 360 

5.5.3 SGI Services 361 

The targets of the several services are shown in Figure 10 to highlight the differences between 362 
SMI and SGI services and the point of access control. The SMI services in Figure 10 are only 363 
exemplary and not complete as several SMI services are defined in various specifications. 364 
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 365 

Figure 10 – SMI and SGI services with associated layers 366 

The SGI services shown in Figure 10 are listed in Table 7 below. All services are mandatory, the 367 
GWM itself is always the Receiver/Responder of the service. 368 

In case of an error, all services return a JobError Argblock, although not explicitly mentioned for 369 
each service in the CNF ArgBlock column in Error! Reference source not found.. Permitted 370 
values for ErrorType in JobError in prioritized order see Table D.2, possible associations are 371 
defined in the ErrorType description. 372 

Table 7 – SGI services  373 

Service name REQ ArgBlock CNF ArgBlock Definition 

SGI_GWM_Identification VoidBlock GWM_Ident (see C.2) 5.5.4 

SGI_GWM_GetClientNames VoidBlock GWM_ClientNames (see C.3) 5.5.5 

SGI_SetAccessRights GWM_AccessRights (see C.4) GWM_AccessRightsResponse 
(see C.5) 

5.5.6 

SGI_GetAccessRights GWM_Address (see C.9) GWM_AccessRights (see C.4) 5.5.7 

SGI_ExclusiveAcyclicAccess
SGI_ExclusiveAcyclicAccess 

GWM_ExclusiveAcyclicAccess 
(see C.6) 

VoidBlock 5.5.8 

SGI_SetGWMData GWM_Data (see C.7) VoidBlock 5.5.9 

SGI_GetGWMData  
 

VoidBlock GWM_Data (see C.7) 5.5.10 

SGI_SetPDControlPrio GWM_PDControlPrio (see C.8) VoidBlock 5.5.11 

SGI_GetPDControlPrio GWM_Address (see C.9) GWM_PDControlPrio  
(see C.8) 

5.5.12 

SGI_ReleasePDControl GWM_ReleasePDControl  
(see C.10) 

VoidBlock 5.5.13 

SGI_GetStatus VoidBlock GWM_Status (see C.11) 5.5.14 

 374 

5.5.4 SGI_GWM_Identification 375 

This service returns identification of the Gateway Manager by the GWM_Ident ArgBlock. It allows 376 
GWM Configuration Tools to adjust to individual Gateway Manager brands and types.  377 
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5.5.5 SGI_GetClientNames 378 

This service returns the human-readable names for all ClientIDs. It can be used by GWM 379 
Configuration Tools to show human-readable names in the UI instead of raw ClientIDs.  380 

5.5.6 SGI_SetAccessRights 381 

This service sets the access rights for individual ClientIDs for modules and ports. The types of 382 
access rights are defined in 5.3. 383 

If one of the access rights cannot be set, the whole access right setting shall be rejected with the 384 
appropriate ErrorType. 385 

It is on behalf of the gateway management implementation to ensure at least one client with 386 
sufficient access to handle the gateway management settings, violations shall be responded by 387 
ErrorType ACCESS_RIGHTS_TOO_STRICT. 388 

5.5.7 SGI_GetAccessRights 389 

This service returns the current access rights for GWM Addresses. 390 

5.5.8 SGI_ExclusiveAcyclicAccess 391 

This service requests or releases exclusive acyclic access by a specific client on a specific module 392 
and port to inhibit interfering acyclic accesses by other clients on this port for a short period of 393 
time. The dynamic behavior of the exclusive acyclic access is specified in 5.4.4. 394 

Exclusive access can only be requested by the requesting client identified by ModuleNumber, 395 
PortNumber, and ClientID which provided by the service arguments. 396 

5.5.9 SGI_SetGWMData 397 

The service SGI_SetGWMData can be used to restore the current configuration of the GWM from a prior 398 
data backup via SGI_GetGWMData.  399 

The content of the GWM_Data is implementation dependent, the data usability is only guaranteed for 400 
GWMs of the same brand and compatible type. It is on behalf of the GWM to check the consistence, 401 
integrity, and compatibility to prevent misbehavior. 402 

5.5.10 SGI_GetGWMData 403 

The service SGI_GetGWMData  returns the current configuration of the GWM for backup purposes and 404 
restoring the GWM itself. The data is not defined in structure or content and is defined by the 405 
manufacturer of the GWM. 406 

5.5.11 SGI_SetPDControlPrio 407 

This service sets the priority of PDOut write access on a module and port for a clients. The priority 408 
is used for grant process data out setting only for the client with the highest priority according to 409 
5.4.5.  410 

5.5.12 SGI_GetPDControlPrio 411 

This service returns the priority of PDOut write access settings for GWM Addresses. 412 

5.5.13 SGI_ReleasePDControl 413 

This service requests to release the write access right by the calling client.  414 

5.5.14 SGI_GetStatus 415 

This service provides the current state of restricted accesses to acyclic data and process data. 416 
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Annex A 417 

(normative) 418 

 419 

SMI and SGI service categories 420 

A.1 Overview of service categories 421 

As specified in 5.3, the access rights can be defined categories of services of common functionality. 422 
The specified services in [1] and in this document are listed in Table A.1. Extensions providing 423 
similar services shall fit these into the most appropriate category. 424 

Table A.1 – Category list of SMI and SGI services  425 

Service Category  Services Category description  

System data   SGI_SetAccessRights Global configuration of GWM like 
access rights or commissioning 

SGI_GetAccessRights 

SGI_SetGWMData 

SGI_GetGWMData 

SGI_SetPDControlPrio 

SGI_GetPDControlPrio 

Module / Port data   SMI_PortStatus Port specific configuration depending 
on technology targeting the IO-Link 
Master itself SMI_PortPowerOffOn 

SMI_PortConfiguration 

SMI_ReadbackPortConfiguration 

Device data   SMI_DSToParServ Configuration of Device for 
application targeting the IO-Link 
Device itself SMI_ParServToDS 

SMI_DeviceWrite 

SMI_DeviceRead 

SMI_ParamWriteBatch 

SMI_ParamReadBatch 

SGI_ExclusiveAcyclicAccess 

Process data   SMI_PDIn Runtime access to process data 

SMI_PDOut 

SMI_PDInOut 

SMI_PDInIQ 

SMI_PDOutIQ 

SMI_PDReadbackOutIQ 

SGI_ReleasePDControl 

Unrestricted SMI_DeviceEvent These types of services are 
unconstrained and cannot be 
restricted in access SMI_PortEvent 

SGI_GWM_Identification 

SMI_MasterIdentification 

SGI_GetClientNames 

SGI_GetStatus 

 426 
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Annex B 427 

(normative) 428 

 429 

Event Codes 430 

B.1 Event Codes for Gateway management 431 

Table B.1 lists the specified EventCode identifiers and their definitions for Gateway management 432 
(SOURCE = "Master/Port").  433 

Table B.1 – Event Codes for Gateway management  434 

EventCode 
ID 

Definition and recommended maintenance action Event 
Instance 

Type 

0xFF00 Signaling the access restriction state by activating exclusive 
acyclic access of one client 

APP Warning 

0xFF01 Signaling the access restriction state by activating the 
exclusive PDOut access by one client 

APP Warning 

0xFF02 Signaling the change of PDOut access APP Notification 

 435 

B.2 Active exclusive acyclic access (0xFF00) 436 

The state of this event represents the access restriction state for acyclic accesses at one specific 437 
Module/Port by a specific client. Any acyclic access by other clients will be rejected during this 438 
phase, see Figure 8.  439 

B.3 Active exclusive PDOut access (0xFF01) 440 

The state of this event represents the access restriction state for PDOut at one specific 441 
Module/Port by a specific client. Any PDOut access by other clients with equal or lower priority will 442 
be rejected during this phase, see Figure 9. 443 

B.4 Change of exclusive PDOut access (0xFF02) 444 

This event notifies the clients on changes of the ownership of exclusive PDOut access, see 445 
Figure 9. 446 

 447 
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Annex C 448 

(normative) 449 

 450 

Coding of ArgBlocks 451 

C.1 Overview / Coding of ArgBlocks 452 

Coding of ArgBlockIDs is specified in Figure E.1 in [1]. The gateway management is identified by 453 
the domain identifier 0xD.  454 

Table C.1 provides a list of all SGI ArgBlocks defined in this document. 455 

Table C.1 – ArgBlock types and their ArgBlockIDs 456 

ArgBlock type ArgBlock 
ID 

Description Definition 

GWM_Ident 0x0D01 Identification of GWM C.2 

GWM_ClientNames 0x0D02 Mapping of ClientIDs to names C.3 

GWM_AccessRights 0x7D03 Specify access rights C.4 

GWM_AccessRightsResponse 0x7D04 Response to setting access rights C.5 

GWM_ExclusiveAcyclicAccess 0x7D05 Exclusive access C.6 

GWM_Data 0x7D06 Image of SGI management configuration C.7 

GWM_PDControlPrio 0x7D07 Priority information for PDOut control 
management 

C.8 

GWM_Address 0x7D08 Used for reading AccessRights and 
PDControlPrios 

C.9 

GWM_ReleasePDControl 0x7D09 Used to indicate that a clients stops 
writing PDOut for the given module/port 

C.10 

GWM_Status 0x7D0A Provides current status of exclusive 
access paths 

C.11 

C.2 GWM_Ident 457 

The ArgBlock GWM_Ident defined in Table  is used by the service SGI_GWM_Identification 458 
specified in 5.5.4. 459 

Table C.2 – ArgBlock GWM_Ident  460 

Octet 
Offset 

Element name Definition Data type Values 

0 ArgBlockID Unique ID Unsigned16 0x0D01 

2 VendorID Unique VendorID of Gateway Manager (see 
[1, B.1.8]) 

Unsigned16 0x01 to 
0xFFFF 

4 GatewayManagerID Unique vendor specific type identification of 
the Gateway Manager. 

Unsigned32 0x01 to 
0xFFFFFFFF 

8 SGI version highest SGI Version supported by the GWM. 
(Higher numbers refer to newer SGI 
Versions). 

Unsigned8 0x01 

9 Features_1 Reserved. Unsigned8 0x00 

10 Features_2 Reserved. Unsigned8 0x00 

11 SW_Version Software version identifier of the Gateway 
Manager 

StringT[32] n/a 

The length of this ArgBlock is 43 octets. 461 

C.3 GWM_ClientNames 462 

The ArgBlock GWM_ClientNames defined in Table C.3 is used by the service SGI_GetClientNames 463 
specified in 5.5.5.  464 
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Table C.3 – ArgBlock GWM_ClientNames 465 

Octet 
Offset 

Element name Definition Data type Values 

0 ArgBlockID Unique ID Unsigned16 0x0D02 

2 Count This element provides the number N of 
following ClientIDNames 

Unsigned8 0x01 to 0xFF 

3 ClientIDNamesList List of ClientIDNames, as defined 
inTable C.4. 

Array[N] of 
ClientIDName 

n/a 

The length of this ArgBlock is 3 octets plus the length of the ClientIDName list. 466 

Table C.4 – ClientIDName 467 

Octet 
Offset 

Element name Definition Data type Values 

0 TargetClientID ClientID Unsigned8 0x01 to 0xFF 

1 Name Human-readable name of the 
client identified by 
TargetClientID 

StringT[32] n/a 

The length of a ClientIDName is 33 octets. 468 

C.4 GWM_AccessRights 469 

The ArgBlock GWM_AccessRights defined in Table C.5 is used by the services 470 
SGI_SetAccessRights and SGI_GetAccessRights specified in 5.5.6 and 5.5.7. 471 

Table C.5 – ArgBlock GWM_AccessRights 472 

Octet 
Offset 

Element name Definition Data type Values 

0 ArgBlockID Unique ID Unsigned16 0x7D03 

2 Count This element provides the 
number N of following access 
right groups 

Unsigned8 0x01 to 0xFF 

3 AccessRightGroupList List of AccessRightGroups, 
as defined in Table C.6 

Array[N] of 
AccessRightGroup 

n/a 

The length of this ArgBlock is 3 octets plus the length of the AccessRightsGroupList. 473 

Table C.6 – AccessRightGroup 474 

Octet 
Offset 

Element name Definition Data type Values 

0 TargetClientID ClientID associated to the rights. 
0: all clients (only for 
SGI_SetAccessRights) 
1 to 255: specific client 

Unsigned8 0x00 to 0xFF 

1 TargetModuleNumber ModuleNumber associated to the 
rights. 
0: all modules (only for 
SGI_SetAccessRights) 
1 to 255: specific module 

Unsigned8 0x00 to 0xFF 
 

2 TargetPortNumber PortNumber associated to the 
rights. 
0: all ports (only for 
SGI_SetAccessRights) 
1 to 255: specific port 

Unsigned8 0x00 to 0xFF 
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Octet 
Offset 

Element name Definition Data type Values 

3 AccessGroup 0: reserved 
1: System data 
2: Module/Port data 
3: Device data 
4: Process data 
5 to 255: reserved 

Unsigned8 0x01 to 0x04 

4 Right 0: No Access 
1: Read Only 
2: Read / Write 
3 to 255: reserved 

Unsigned8 0x00 to 0x02 
 

The length of an AccessRightsGroup is 5 octets. 475 

C.5 GWM_AccessRightsResponse 476 

The ArgBlock GWM_AccessRightsResponse defined in Table C.7 is used by the service 477 
SGI_GetAccessRights specified in 5.5.7. 478 

Table C.7 – ArgBlock GWM_AccessRightsResponse 479 

Octet 
Offset 

Element name Definition Data type Values 

0 ArgBlockID Unique ID Unsigned16 0x7D04 

2 Count This element provides the number N 
of following AccessRightErrorInfos 

Unsigned8 0x01 to 0xFF 
 

3 AccessRightErrorInfoList List of AccessRightErrorInfo, as 
defined in Table C.8 

Array[N] of 
AccessRightErrorI
nfo 

n/a 

The length of this ArgBlock is 4 octets plus the length of the AccessRightErrorInfoList. 480 

Table C.8 – AccessRightErrorInfo 481 

Octet 
Offset 

Element name Definition Data type Values 

0 Index Array index of 
GWM_AccessRights ArgBlock  

Unsigned8 0x01 to 0xFF 

1 ErrorCode Detailed error information 
associated to the Index 

Unsigned8 0: invalid TargetClientID 
1: invalid TargetModuleNumber 
2: invalid TargetPortNumber 
3: invalid AccessGroup 
4: invalid Right 

The length of an AccessRightsErrorInfo is 2 octets. 482 

C.6 GWM_ExclusiveAcyclicAccess 483 

The ArgBlock GWM_ExclusiveAcyclicAccess defined in Table C.9 is used by the service 484 
SGI_ExclusiveAcyclicAccess specified in 5.5.8.  485 

Table C.9 – ArgBlock GWM_ExclusiveAcyclicAccess 486 

Octet
Offset 

Element name Definition Data type Values 

0 ArgBlockID Unique ID Unsigned16 0x7D05 

2 TargetModuleNumber ModuleNumber Unsigned8 0x01 to 0xFF 

3 TargetPortNumber PortNumber Unsigned8 0x01 to 0xFF 

4 RequestAccess 0: request acyclic access 
1: release acyclic access 

Unsigned8 0x00 to 0x01 

5 AutomaticTimeOut Timeout for automatic release in seconds 
0: 10 seconds 
10 to 255: 10 to 255 seconds 

Unsigned8 0x00 and  
0x0A to 0xFF 
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The length of this ArgBlock is 6 octets. 487 

C.7 GWM_Data 488 

The ArgBlock GWM_Data defined in Table C.10 is used by the services SGI_GetGWMData and 489 
SGI_SetGWMData specified in 5.5.10 and 5.5.9. 490 

The size of the GWM_Data is indirectly defined by the ArgBlockLength field in the service 491 
arguments. 492 

Table C.10 – ArgBlock GWM_Data 493 

Octet Offset Element name Definition Data type Values 

0 ArgBlockID Unique ID Unsigned16 0x7D06 

2 Data_Ident Identification string for 
configuration data  

StringT[32] n/a 

34 Data Configuration data Octet string n/a 

The length of this ArgBlock is 3 octets plus the length of the Data element. 494 

C.8 GWM_PDControlPrio 495 

The ArgBlock GWM_PDControlPrioSet defined in Table C.11 is used by the services 496 
SGI_SetPDControlPrio and SGI_GetPDControlPrio specified in 5.5.11 and 5.5.12. 497 

Table C.11 – ArgBlock GWM_PDControlPrio 498 

Octet Offset Element name Definition Data type Values 

0 ArgBlockID Unique ID Unsigned16 0x7D07 

2 Count This element provides 
the number N of 
following 
PDControlPrios 

Unsigned8 0x01 to 0xFF 

3 PDControlPrioSetList List of 
PDControlPrioSet as 
defined in Table C.12 

Array[N] of 
PDControlPrioSet 

n/a 

The length of this ArgBlock is 3 octets plus the length of the PDControlPrioSetList. 499 

Table C.12 –PDControlPrioSet 500 

Octet 
Offset 

Element name Definition Data type Values 

0 TargetClientID ClientID associated to the priority. 
0: all clients (only for 
SGI_SetPDControlPrio) 
1 to 
255: specific client 

Unsigned8 0x00 to 0xFF 

1 TargetModuleNumber ModuleNumber associated to the 
priority. 
0: all module numbers (only for 
SGI_SetPDControlPrio) 
1 to 
255: specific module number 

Unsigned8 0x00 to 0xFF 

2 TargetPortNumber PortNumber associated to the 
priority. 
0: all port numbers (only for 
SGI_SetPDControlPrio) 
1 to 
255: specific port number 

Unsigned8 0x00 to 0xFF 

3 PDControlPrio Priority 
0: highest priority 
255: lowest priority 

Unsigned8 0x00 to 0xFF 

The length of a PDControlPrioSet is 4 octets. 501 
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C.9 GWM_Address 502 

The ArgBlock GWM_Address defined in Table C.13 is used as REQ ArgBlock by the services 503 
SGI_GetAccessRights and SGI_GetPDControlPrio specified in 5.5.7 and 5.5.12. 504 

Table C.13 – ArgBlock GWM_Address 505 

Octet Offset Element name Definition Data type Values 

0 ArgBlockID Unique ID Unsigned16 0x7D08 

2 TargetClientID 0: all clients 
1 to n: specific 
client 

Unsigned8 0x00 to 0xFF 

3 TargetModuleNumber 0: all modules 
1 to n: specific 
module 

Unsigned8 0x00 to 0xFF 

4 TargetPortNumber 0: all ports 
1 to n: specific 
port 

Unsigned8 0x00 to 0xFF 

The length of this ArgBlock is 5 octets. 506 

C.10 GWM_ReleasePDControl  507 

The ArgBlock GWM_releasePDControl defined in Table C.14 is used by the service 508 
SGI_ReleasePDControl specified in 5.5.13. 509 

Table C.14 – ArgBlock GWM_ReleasePDControl  510 

OctetOffset Element name Definition Data type Values 

0 ArgBlockID Unique ID Unsigned16 0x7D09 

2 TargetModuleNumber 0: all modules 
1 to n: specific 
module 

Unsigned8 0x00 to 0xFF 

3 TargetPortNumber 0: all ports 
1 to n: specific 
port 

Unsigned8 0x00 to 0xFF 

The length of this ArgBlock is 4 octets. 511 

C.11 GWM_Status 512 

The ArgBlock GWM_Status defined in Table C.15 provides the current status of the exclusive 513 
access paths. 514 

Table C.15 – ArgBlock GWM_Status  515 

OctetOffset Element name Definition Data type Values 

0 ArgBlockID Unique ID Unsigned16 0x7D0A 

2 OwnPDControlPrio Priority 
0: highest priority 
255: lowest priority 

Unsigned8 0x00 to 0xFF 

3 PDOUTCurrentClient 0: no exclusive access 
1 to 255: ClientID 

Unsigned8 0x00 to 0xFF 

4 PDOutCurrentPrio Priority Unsigned8 0x00 to 0xFF 

5 AcycCurrentClient 0: no exclusive access 
1 to 255: ClientID 

Unsigned8 0x00 to 0xFF 

6 AcycExclusiveCause Cause 
0: No exclusive access 
1: Block transfer 
2: BLOB transfer 
3: User request 
4 to 255: reserved 

Unsigned8 0x00 to 0xFF 
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The length of this ArgBlock is 7 octets. 516 

 517 
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Annex D 518 

(normative) 519 

 520 

SGI ArgBlock ErrorTypes 521 

 522 

D.1 SGI ArgBlock ErrorTypes 523 

D.1.1 SGI associated ErrorTypes 524 

The GWM returns ErrorTypes within a negative response (Result (-)) while performing an SGI 525 
service or propagated SMI service. Table D.1 shows the SGI specific ErrorTypes. 526 

Table D.1 – SGI ArgBlock related ErrorTypes 527 

Incident Error Code Additional 
code 

Name 

ClientID invalid 0x41 0x40 CLIENT_ID_INVALID 

ModuleNumber invalid 0x41 0x41 MODULE_NUMBER_INVALID 

Access not granted 0x41 0x42 ACCESS_NOT_GRANTED 

Access temporarily not granted 0x41 0x43 ACCESS_TEMPORARILY_NOT_GRANTED 

GWM-Address not valid 0x41 0x44 GWM_ADDRESS_INVALID 

Access rights too strict 0x41 0x45 ACCESS_RIGHTS_TOO_STRICT  

 528 

An SGI or propagated SMI Service may also return ErrorTypes as specified in Table C.3 in [1]. 529 
The priority of the ErrorTypes responded by SGI or SMI services is defined in Table D.2 with 530 
descending priority.  531 

Table D.2 – Priority of ArgBlock ErrorTypes 532 

Priority Name Error Code Additional 
code 

Definition 

1 (highest) CLIENT_ID_INVALID 0x41 0x40 See D.1.2 

2 MODULE_NUMBER_NOT_VALID 0x41 0x41 See D.1.3 

3 PORT_NUM_INVALID 0x40 0x11 See D.1.4 

4 ARGBLOCK_NOT_SUPPORTED 0x40 0x01 See D.1.5 

5  ACCESS_NOT_GRANTED 0x41 0x42 See D.1.6 

6 ACCESS_TEMPORARILY_NOT_GRANTED 0x41 0x43 See D.1.7 

7 ARGBLOCK_LENGTH_INVALID 0x40 0x34 See D.1.8 

8 ARGBLOCK_INCONSISTENT 0x40 0x02 See D.1.9 

9 MEMORY_OVERRUN 0x40 0x06 See D.1.10 

10 GWM_ADDRESS_INVALID 0x41 0x44 See D.1.11 

11 (lowest) ACCESS_RIGHTS_TOO_STRICT 0x41 0x45 See D.1.12 

The SGI ErrorTypes are specified with further restrictions or implementation hints in the following 533 
clauses. 534 

 535 

D.1.2 CLIENT_ID_INVALID 536 

This ErrorType shall be used if the provided ClientID is unknown to the SGI. 537 

D.1.3 MODULE_NUMBER_INVALID 538 

This ErrorType shall be used if the provided ModuleNumber is unknown to the SGI. 539 
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D.1.4 PORT_NUM_INVALID 540 

This ErrorType shall be used if the provided PortNumber is unknown to the SGI or SMI, see C.4.8 541 
in [1]. 542 

D.1.5 ARGBLOCK_NOT_SUPPORTED 543 

See C.4.2 in [1]. 544 

D.1.6 ACCESS_NOT_GRANTED 545 

This ErrorType shall be used if an SGI or SMI service does not have the right to perform the 546 
request 547 

D.1.7 ACCESS_TEMPORARILY_NOT_GRANTED 548 

This ErrorType shall be used if an SMI service is requested while the single resource is occupied 549 
by another client, see 5.4.4 and 5.4.5. 550 

D.1.8 ARGBLOCK_LENGTH_INVALID 551 

See C.4.10 in [1]. 552 

D.1.9 ARGBLOCK_INCONSISTENT 553 

See C.4.3 in [1]. 554 

D.1.10 MEMORY_OVERRUN 555 

See C.4.7 in [1] and this ErrorType shall be used if SGI_SetAccessRights or SGI_GetAccessRights 556 
require more memory for receiving or responding access rights lists. 557 

D.1.11 GWM_ADDRESS_INVALID 558 

This ErrorType shall be used if an address triple defined in a GWM_Address defined in C.9 is 559 
unknown to the SGI. 560 

D.1.12 ACCESS_RIGHTS_TOO_STRICT 561 

This ErrorType shall be used if SGI_SetAccessRights does not leave at least one ClientID for 562 
further configuration of rights. 563 

 564 
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Annex E 565 

(normative) 566 

 567 

Test strategies 568 

E.1 General 569 

### to be defined at end of specification to define coverage of tests for gateway implementations 570 
### 571 

E.2 Test ?? 572 

### to be defined at end of specification to define coverage of tests for gateway implementations 573 
### 574 

  575 
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