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0 Introduction 1 

The Single-drop Digital Communication Interface (SDCI) and system technology (IO-Link™1)) 2 
for low-cost sensors and actuators is standardized within IEC 61131-9 [2] as well as in [1]. 3 

The IO-Link Community established and maintains a so-called Change-Request database for 4 
those users having problems to understand while reading the specifications, or who found real 5 
bugs, or who would like to get an advice at particular implementation situations. The IO-Link 6 
working groups provide a Corrigendum with approved answers to important CRs (see Figure 1 7 
and [6]). 8 

 9 

Figure 1 – Continuous improvement system of IO-Link 10 

Over time, the IO-Link community realizes also a number of possibilities to streamline, simpli-11 
fy, and enhance the system. The corresponding recommendations are collected in this docu-12 
ment, called Addendum. Designers and implementers are invited to consider the issues as 13 
early as possible since they will be incorporated in the next release of the core IO-Link speci-14 
fications and will become mandatory. 15 

The IO-Link Community published its first Addendum in 2016 (see [7]), its second and third in 16 
2017 (see [8] and [9]).    17 

————————— 
1  IO-LinkTM is a trade name of the "IO-Link Community". This information is given for the convenience of users of 

this specification. Compliance to this specification does not require use of the registered logos for IO-LinkTM. 
Use of the registered logos for IO-LinkTM requires permission of the "IO-Link Community". 

Addendum
(this document)

IO-Link Interface and System
(Future release > 1.1.2)

IO-Link 
Change Request (CR)

Database
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Best practice patterns for design and implementation 19 

 20 

1 Overview 21 

1.1 Motivation and scope 22 

Any new communication technology having success and a growing market will face over time 23 
the need for corrections of errors and specification weaknesses. In case of IO-Link a corre-24 
sponding document has been published, which is called Corrigendum (see [6]).  25 

Usually, specifications for new communication technology have been developed with certain 26 
assumptions that over time prove to be true or false. In case of IO-Link or example, some fea-27 
tures have been specified as a precaution in both the Master and the Device leading to confu-28 
sion of the designers.  29 

On the other hand, a growing market means also a growing number of all kinds of different 30 
applications and technologies that could not be anticipated.  31 

Thus, after some years of experience, it is time to optimize the usage of the specification and 32 
to make it more streamlined and easier to use. 33 

This document, called Addendum, is intended to provide such best practice patterns for de-34 
sign and implementation. This will take place step by step as necessary via new releases. 35 

It is highly recommended for designers and implementers to consider the technology im-36 
provements as soon as possible. The IO-Link Community will incorporate all error corrections 37 
from the Corrigendum (see [6]) as well as the improvements within this Addendum in a future 38 
release of [1]. 39 

1.2 Changes to "Addendum 2016" and "Addendum 2017" 40 

The only subject in first Addendum 2016 (see [7]) had been Data Storage. Addendum 2017-2 41 
provides the unchanged original Data Storage descriptions in its clause 4. 42 

Clause 5 in Addendum 2017 (see [8]) and in this Addendum 2017-2 contains more stringent 43 
constraints on power supplies of ports class B such as electrical isolation between extra Pow-44 
er 2 and base Power 1 and minima/maxima of voltages and currents the Master shall provide. 45 

Clause 6 in this Addendum 2017-2 describes the motivation for a "Standardized Master Inter-46 
face", whereas clause 7 contains the new content of clause 11 and clause 8 represents a new 47 
clause 12 in a future release of [1]. 48 

This Addendum 2018 contains only some adjustments/corrections to Data Storage and SMI. 49 
Changes are marked in yellow.      50 

2 Normative references 51 

The referenced documents in [2] apply. 52 

3 Symbols and abbreviated terms 53 

CR Change request  

DS Data Storage  

IODD IO Device Description  

PLC Programmable logic controller  

SDCI Single drop digital communication interface  

SMI Standardized Master Interface  

USB Universal serial bus  

  54 
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4 Data Storage 55 

4.1 User point of view 56 

The Data Storage mechanism is described here from a holistic user's point of view as best 57 
practice pattern (system description). This is in contrast to current [1], or [2], where Device 58 
and Master are described separately and each with more features then used within this con-59 
cept. 60 
 61 

4.2 Operations and preconditions 62 

 Purpose and objectives 4.2.163 

Main purpose of the IO-Link Data Storage mechanism is the replacement of obviously defect 64 
Devices or Masters by spare parts (new or used) without using configuration, parameteriza-65 
tion, or other tools. The scenarios and associated preconditions are described in the following 66 
clauses. 67 

 Preconditions for the activation of the Data Storage mechanism 4.2.268 

The following preconditions shall be observed prior to the usage of Data Storage: 69 

a) Data Storage is only available for Devices and Masters implemented according to [1] or [2] 70 
or later releases (> V1.1) 71 

b) The Inspection Level of that Master port the Device is connected to shall be adjusted to 72 
"type compatible" (corresponds to "TYPE_COMP" within Table 78 in [1]) 73 

c) The Backup Level of that Master port the Device is connected to shall be either "Back-74 
up/Restore" or "Restore", which corresponds to DS_Enabled in 11.2.2.6 in [1]. See 4.4 75 
within this document for details on Backup Level. 76 

 Preconditions for the types of Devices to be replaced 4.2.377 

After activation of a Backup Level (Data Storage mechanism) a "faulty" Device can be re-78 
placed by a type equivalent or compatible other Device. In some exceptional cases, for exam-79 
ple non-calibrated Devices, a user manipulation is required such as teach-in, to guarantee the 80 
same functionality and performance. 81 

Thus, two types of Devices exist in respect to exchangeability, which shall be described in the 82 
user manual of the particular Device: 83 

Data Storage class 1: automatic DS 84 

The configured Device supports Data Storage in such a manner that the replacement Device 85 
plays the role of its predecessor fully automatically and with the same performance. 86 

Data Storage class 2: semi-automatic DS 87 

The configured Device supports Data Storage in such a manner that the replacement Device 88 
requires user manipulation such as teach-in prior to operation with the same performance. 89 

 Preconditions for the parameter sets 4.2.490 

Each Device operates with the configured set of active parameters. The associated set of 91 
backup parameters stored within the system (Master and upper level system, for example 92 
PLC) can be different from the set of active parameters (see Figure 2). 93 
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 94 

Figure 2 – Active and backup parameter  95 

A replacement of the Device in operation will result in an overwriting of the existing parame-96 
ters within the newly connected Device by the backup parameters. 97 

4.3 Commissioning 98 

 On-line commissioning 4.3.199 

Usually, the Devices are configured and parameterized along with the configuration and pa-100 
rameterization of the fieldbus and PLC system with the help of engineering tools. After the 101 
user assigned values to the parameters, they are downloaded into the Device and become 102 
active parameters. Upon a system command, these parameters are uploaded (copied) into the 103 
Data Storage within the Master, which in turn will initiate a backup of all its parameters de-104 
pending on the features of the upper level system. 105 

 Off-site commissioning 4.3.2106 

Another possibility is the configuration and parameterization of Devices with the help of extra 107 
tools such as "USB-Masters" and the IODD of the Device away (off-site) from the machine/ 108 
facility (see Figure 3). 109 

The USB-Master tool will arm the parameter set after configuration, parameterization, and val-110 
idation (to become "active") and mark it via a non-volatile flag (see Table 2). After installation 111 
in the machine/facility these parameters are uploaded (copied) automatically into the Data 112 
Storage within the Master (backup). 113 

 114 

Figure 3 – Off-site commissioning  115 

4.4 Backup Levels 116 

 Purpose 4.4.1117 

Within an automation project with IO-Link usually three situations with different user require-118 
ments for backup of parameters via Data Storage can be identified: 119 

Device
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(Device backup
parameter)
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PLC / Host

Port 2Port 1 Port n

Master

Active
parameter

Device

"USB Master"
Tool software

Parameter Test

IODD



IO-Link Addendum 2018 – 11 – Version 1.0 

• commissioning ("Disable"); 120 

• production ("Backup/Restore"); 121 

• production ("Restore"). 122 

Accordingly, three different "Backup Levels" are defined allowing the user to adjust the sys-123 
tem to the particular functionality such as for Device replacement, off-site commissioning, pa-124 
rameter changes at runtime, etc. 125 

These adjustment possibilities lead for example to drop-down menu entries for "Backup Lev-126 
el". 127 

 Overview 4.4.2128 

Table 1 shows the recommended practice for Data Storage within an IO-Link system. It simpli-129 
fies the activities and their comprehension since activation of the Data Storage implies trans-130 
fer of the parameters. 131 

Table 1 – Recommended Data Storage Backup Levels  132 

Backup Level Data Storage adjustments Behavior 

Commissioning 
("Disable") 

Master port: Activation state: "DS_Cleared" Any change of active parameters within the 
Device will not be copied/saved.  
Device replacement without automatic/semi-
automatic Data Storage.   

Production 
("Backup/Restore") 

Master port: Activation state: "DS_Enabled" 
Master port: UploadEnable 
Master port: DownloadEnable 

Changes of active parameters within the 
Device will be copied/saved.  
Device replacement with automatic/semi-
automatic Data Storage supported.   

Production ("Re-
store") 

Master port: Activation state: "DS_Enabled" 
Master port: UploadDisable 
Master port: DownloadEnable 

Any change of active parameters within the 
Device will not be copied/saved. If the pa-
rameter set is marked to be saved, the "fro-
zen" parameters will be restored by the 
Master. 
However, Device replacement with auto-
matic/semi-automatic Data Storage of fro-
zen parameters supported.   

Legacy rules and presetting: 133 

• For (legacy) Devices according to [4] or Devices according to [1] with preset Inspec-134 
tion Level "NO_CHECK" only the Backup Level "Commissioning" shall be supported. 135 
This should also be the default presetting in this case.     136 

• For Devices according to [1] with preset Inspection Level "TYPE_COMP" all three 137 
Backup Levels shall be supported. Default presetting in this case should be "Back-138 
up/Restore". 139 

The following clauses describe the phases in detail. 140 

 Commissioning ("Disable") 4.4.3141 

The Data Storage is disabled while in commissioning phase, where configurations, parameter-142 
izations, and PLC programs are fine-tuned, tested, and verified. This includes the involved IO-143 
Link Masters and Devices. Usually, saving (uploading) the active Device parameters makes 144 
no sense in this phase. As a consequence, the replacement of Master and Devices with au-145 
tomatic/semi-automatic Data Storage is not supported. 146 

 Production ("Backup/Restore") 4.4.4147 

The Data Storage will be enabled after successful commissioning. Current active parameters 148 
within the Device will be copied/saved as backup parameters. Device replacement with auto-149 
matic/semi-automatic Data Storage is now supported via download/copy of the backup pa-150 
rameters to the Device and thus turning them into active parameters. 151 
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Criteria for the particular copy activities are listed in Table 2. These criteria are the conditions 152 
to trigger a copy process of the active parameters to the backup parameters, thus ensuring 153 
the consistency of these two sets. 154 

Table 2 – Criteria for backing up parameters ("Backup/Restore") 155 

User action Operations Data Storage  

Commissioning session 
(see 4.3.1) 

Parameterization of the Device via Master 
tool (on-line). Transfer of active parame-
ter(s) to the Device will cause backup 
activity. 

Master tool sends ParamDownloadStore; 
Device sets "DS_Upload" flag and then 
triggers upload via "DS_UPLOAD_REQ" 
Event. "DS_Upload" flag is deleted as 
soon as the upload is completed. 

Switching from commis-
sioning to production 

Restart of Port and Device because Port 
configuration has been changed 

During system startup, the “DS_Upload” 
flag triggers upload (copy). 
“DS_Upload” flag is deleted as soon as 
the upload is completed 

Local modifications Changes of the active parameters through 
teach-in or local parameterzation at the 
Device (on-line) 

Device technology application sets 
"DS_Upload" flag and then triggers up-
load via "DS_UPLOAD_REQ" Event. 
"DS_Upload" flag is deleted as soon as 
the upload is completed. 

Off-site commissioning 
(see 4.3.2) 

Phase 1: Device is parameterized off-site 
via USB-Master tool (see Figure 3).  
Phase 2: Connection of that Device to a 
Master port. 

Phase 1: USB-Master tool sends 
ParamDownloadStore; Device sets 
"DS_Upload" flag (in non-volatile 
memory) and then triggers upload via 
"DS_UPLOAD_REQ" Event, which is 
ignored by the USB-Master. 
Phase 2: During system startup, the 
"DS_Upload" flag triggers upload (copy). 
"DS_Upload" flag is deleted as soon as 
the upload is completed.  

Changed port configura-
tion (in case of "Back-
up/Restore" or "Re-
store")  
 

Whenever port configuration has been 
changed via Master tool (on-line): e.g. 
Configured VendorID (CVID), Configured 
DeviceID (CDID), see 11.2.2.5 in [1]. 

Change of port configuration to different 
VendorID and/or DeviceID as stored 
within the Master triggers "DS_Delete" 
followed by an upload (copy) to Data 
Storage (see 11.8.2, 11.2.1 and 11.3.3 
in [1]). 

PLC program demand  Parameter change via user program fol-
lowed by a SystemCommand 

User program sends SystemCommand 
ParamDownloadStore; Device sets 
"DS_Upload" flag and then triggers up-
load via "DS_UPLOAD_REQ" Event. 
"DS_Upload" flag is deleted as soon as 
the upload is completed. 

 156 

 Production ("Restore") 4.4.5157 

Any changes of the active parameters through teach-in, tool based parameterization, or local 158 
parameterization shall lead to a Data Storage Event, and State Property DS_UPLOAD_FLAG 159 
shall be set in the Device. 160 

In back-up level Production ("Restore") the Master shall ignore this flag and shall issue a 161 
DS_Download to overwrite the changed parameter. 162 

Criteria for the particular copy activities are listed in Table 3. These criteria are the conditions 163 
to trigger a copy process of the active parameters to the backup parameters, thus ensuring 164 
the consistency of these two sets. 165 

Table 3 – Criteria for backing up parameters ("Restore")  166 

User action Operations Data Storage  

Change port configura-
tion  
 

Change of port configuration via Master 
tool (on-line): e.g. Configured VendorID 
(CVID), Configured DeviceID (CDID), see 
11.2.2.5 in [1] 

Change of port configuration triggers 
"DS_Delete" followed by an upload 
(copy) to Data Storage (see 11.8.2, 
11.2.1 and 11.3.3 in [1]). 
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 167 

4.5 Use cases 168 

 Device replacement (@ "Backup/Restore") 4.5.1169 

The stored (saved) set of back-up parameters overwrites the active parameters (e.g. factory 170 
settings) within the replaced compatible Device of same type. This one operates after a re-171 
start with the identical parameters as its predecessor. 172 

The preconditions for this use case are 173 

a) Devices and Master port adjustments according to 4.2.2; 174 

b) Backup Level: "Backup/Restore" 175 

c) The replacement Device shall be re-initiated to "factory settings" in case it is not a new 176 
Device out of the box (for "factory reset" see 10.6.4 in [1]) 177 

 Device replacement (@ "Restore") 4.5.2178 

The stored (saved) set of back-up parameters overwrites the active parameters (e.g. factory 179 
settings) within the replaced compatible Device of same type. This one operates after a re-180 
start with the identical parameters as its predecessor. 181 

The preconditions for this use case are 182 

a) Devices and Master port adjustments according to 4.2.2; 183 

b) Backup Level: "Restore" 184 

 Master replacement 4.5.3185 

4.5.3.1 General 186 

This feature depends heavily on the implementation and integration concept of the Master de-187 
signer and manufacturer as well as on the features of the upper level system (fieldbus). 188 

4.5.3.2 Without fieldbus support (base level) 189 

Principal approach for a replaced (new) Master using a Master tool: 190 

a) Set port configurations: amongst others the Backup Level to "Backup/Restore" or "Re-191 
store" 192 

b) Master "reset to factory settings": clear backup parameters of all ports within the Data 193 
Storage in case it is not a new Master out of the box 194 

c) Active parameters of all Devices are automatically uploaded (copied) to Data Storage 195 
(backup) 196 

4.5.3.3 Fieldbus support (comfort level) 197 

Any kind of fieldbus specific mechanism to back up the Master parameter set including the 198 
Data Storage of all Devices is used. Even though these fieldbus mechanisms are similar to 199 
the IO-Link approach, they are following their certain paradigm which may conflict with the 200 
described paradigm of the IO-Link back up mechanism (see Figure 2). 201 

4.5.3.4 PLC system 202 

The Device and Master parameters are stored within the system specific database of the PLC 203 
and downloaded to the Master at system startup after replacement. 204 

This top down concept may conflict with the active parameter setting within the Devices.    205 

 Project replication 4.5.4206 

Following the concept of 4.5.3.3, the storage of complete Master parameter sets within the 207 
parameter server of an upper level system can automatically initiate the configuration of Mas-208 
ters and Devices besides any other upper level components and thus support the automatic 209 
replication of machines. 210 
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Following the concept of 4.5.3.4, after supply of the Master by the PLC, the Master can supply 211 
the Devices. 212 

5 Power supply 213 

5.1 Power supply options 214 

The SDCI connection system provides dedicated power lines in addition to the signal line. The 215 
communication section of a Device shall always be powered by the Master using the power 216 
lines defined in the 3-wire connection system (Power1). 217 

The maximum supply current available from a Master port is specified in Table 6 in [1]. 218 

The application part of the Device may be powered by one of three ways: 219 

• via the power lines of the SDCI 3-wire connection system (class A ports), using Pow-220 
er1 221 

• via the extra power lines of the SDCI 5-wire connection system (class B ports), using 222 
an extra power supply at the Master (Power2) 223 

• via a local power supply at the Device (design specific) that shall be nonreactive to 224 
Power 1 225 

It is recommended for Devices not to consume more than the minimum current a Master shall 226 
support (see Table 6 in [1]) in order to achieve easiest handling ("plug & play") of IO-Link 227 
Master/Device systems without inquiries, checking, and calculations. 228 

Whenever the Device requires more than the minimum current the capabilities of the respec-229 
tive Master port and of its cabling shall be checked. 230 

5.2 Port Class B 231 

Figure 22 shows the layout of the two port classes A and B. Class B ports shall be marked to 232 
distinguish from Class A ports due to risks deriving from incompatibilities on pin 2 and pin 5. 233 

 234 

Figure 22 – Class A and B port definitions  235 

Power 2 on port class B shall meet the following requirements 236 

• electrical isolation of Power 2 from Power 1; 237 

• degree of isolation according to IEC 60664 (clearance and creepage distances); 238 

• electrical safety (SELV) according to IEC 61010-2-201:2017; 239 
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• direct current with P24 (+) and M24 (-); 240 

• EMC tests shall be performed with maximum ripple and load switching; 241 

• Device shall continue communicating correctly even in case of failing Power 2 242 

   243 

Table 10 shows the electrical characteristics of a Master port class B (M12). 244 

Table 10 – Electric characteristic of a Master port class B 245 

Property Designation Minimum Typical Maximum Unit Remark 

VPN24M Extra DC supply 
voltage for Devices 

20a) 24 30 V   

IPN24M Extra DC supply 
current for Devices 

1,6b) n/a 3,5c) A  

a) A minimum voltage shall be guaranteed for testing at maximum recommended supply current. At the Device 
side 18 V shall be available in this case. 

b) Minimum current in order to guarantee a high degree of interoperability.  
c) The recommended maximum current for a wire gauge of 0,34 mm2 and standard M12 connector is 3,5 A. 

Maximum current depends on the type of connector, the wire gauge, maximum temperature, and simultaneity 
factor of the ports (check user manual of a Master).   

 246 

In general, the requirements of Devices shall be checked whether they meet the available ca-247 
pabilities of the Master. In case a simultaneity factor for Master ports exists, it shall be docu-248 
mented in the user manual and be observed by the user of the Master. 249 

5.3 Power-on requirements 250 

The Power-on requirements are specified in [6]. 251 

6 Motivation for a standardized Master interface 252 

The designers of IO-Link/SDCI didn't have a chance to specify a detailed Master interface into 253 
existing fieldbuses by the time IO-Link was published for the first time. Too many different 254 
technologies precluded a common view. In the meantime, on one hand various integrations of 255 
IO-Link in nearly every fieldbus have been performed and on the other hand most of the major 256 
fieldbuses emerged to become Ethernet-based. Thus, the IO-Link community decided to re-257 
place the existing somewhat vague clause 11 in [1], which lead to different Master behaviors, 258 
by a new clause 11 with a Standardized Master Interface (SMI) including well-defined ser-259 
vices and data objects. Upward compatibility to [1] is mandatory. Terms may differ from those 260 
of System Management (see clause 9.2.2 in [1]).   261 

Gateway issues have now been moved to a new clause 12 in a future version of the IO-Link 262 
Interface and System Specification. 263 

In this Addendum 2017-2, the content of the future clauses 11 and 12 are placed in subse-264 
quent clauses 7 and 8 of this document. References in these clauses are related to [1].      265 

7 Master (New clause 11) 266 

7.1 Overview 267 

 Positioning of Master and Gateway Applications 7.1.1268 

In 4.2 of [1] the domain of the SDCI technology within the automation hierarchy is already il-269 
lustrated.  270 

Figure 93 shows the recommended relationship between the SDCI technology and a fieldbus 271 
technology. Even though this may be the major use case in practice, this does not automati-272 
cally imply that the SDCI technology depends on the integration into fieldbus systems. It can 273 
also be directly integrated into PLC systems, industrial PC, or other automation systems with-274 
out fieldbus communication in between. 275 



Version 1.0 – 16 – IO-Link Addendum 2018 
 

 276 

Figure 93 – Generic relationship of SDCI and automation technology 277 

For the sake of preferably uniform behavior of Masters, Figure 93 shows a Standardized Mas-278 
ter Interface (SMI) as layer in between the Master and the Gateway Applications or embedded 279 
systems on top. 280 

This Standardized Master Interface is intended to serve also the safety system extensions as 281 
well as the wireless system extensions. In case of FS-Masters, attention shall be payed to the 282 
fact, that this SMI in some aspects requires implementation according to safety standards. 283 

The Standardized Master Interface is specified in this clause via services and data objects 284 
similar to the other layers (PL, DL, and AL) in this document.      285 

 Structure, applications, and services of a Master 7.1.2286 

Figure 94 provides an overview of the complete structure and the services of a Master. 287 

The Master applications are located on top of the Master structure and consist of: 288 

• Configuration Manager (CM), which transforms the user configuration assignments into 289 
port set-ups; 290 

• On-request Data Exchange (ODE), which provides for example acyclic parameter access; 291 

• Data Storage (DS) mechanism, which can be used to save and restore the Device pa-292 
rameters; 293 

• Diagnosis Unit (DU), which routes Events from the AL to the Data Storage unit or the 294 
gateway application;  295 

• Process Data Exchange (PDE), building the bridge to upper level automation instruments. 296 

 297 

They are accessible by the gateway applications (and others) via the Standardized Master 298 
Interface (SMI) and its services/methods.  299 

These services and corresponding functions are specified in an abstract manner within claus-300 
es 7.2.2 to 7.2.17 and 7.3.  301 

Master applications are described in detail in clauses 7.4 to 7.8. The Configuration Manager 302 
(CM) and the Data Storage mechanism (DS) require special coordination with respect to On-303 
request Data. 304 

UDP

GA
CID d

Webserver OPC-UA

Gateway Application
ClientID b

Fieldbus interface

Gateway Application
ClientID c

Embedded
controller:e.g. 
Drive, ClientID a

Standardized Master Interface (SMI)

Device

Application

FS-Device

Application

Data 
storage

Parameter 
server

IO-Link

PLC/FS-PLC/OPC-UA

Fieldbus
integration

Device 
description

Port

Engineering:
- configuration,
- parameterization,
- process data
- diagnosis,
- identification &
maintenance

Port Port

Fieldbus controller

Master / FS-Master / W-Master

Device 
description

Dedicated
Tool

Internet, IT,
Browser

e.g. XML, JSON

Air interface

W-Device

Application

Pairing
button

Air interface

Device 
description

Key
CID ClientID
GA Gateway Application
JSON Javascript Object Notation
OPC-UA Open Platform Communications

Universal Architecture
UDP   User Datagram Protocol
XML   Extensible Markup Language

Ethernet

Master Tool:
(PDCT/IODD):
- configuration,
- parameterization,
- process data
- diagnosis,
- identification & 
maintenance



IO-Link Addendum 2018 – 17 – Version 1.0 

  305 

Figure 94 – Structure, applications, and services of a Master 306 

 307 

 Object view of a Master and its ports 7.1.3308 

Figure 95 illustrates the object view on Master and ports from an SMI point of view. 309 

 310 

Figure 95 – Object model of Master and Ports  311 
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Each object comes with attributes and methods that can be accessed by SMI services. Both, 312 
SMI services and attributes/methods are specified in the following clause 7.2.  313 

7.2 Services of the Standardized Master Interface (SMI) 314 

 Overview 7.2.1315 

Figure 96 illustrates the individual SMI services available for example to gateway applica-316 
tions. 317 

 318 

Figure 96 – SMI services 319 

Table 100 lists the SMI services available to gateway applications or other clients. 320 

Table 100 – SMI services  321 

Service name Master ArgBlockID Remark 

SMI_MasterIdentification R 0x0000 General 

SMI_PortConfiguration R 0x8000 Extension specific (see [10], [11]) 

SMI_ReadbackPortConfiguration R 0x8000 Extension specific (see [10], [11]) 

SMI_PortStatus R 0x9000 Extension specific (see [10], [11]) 

SMI_DSBackupToParServ R 0x7000 Data Storage to parameter server 

SMI_DSRestoreFromParServ R 0x7000 Data Storage from parameter server 

SMI_DeviceWrite R ‒ ISDU transport 

SMI_DeviceRead R ‒ ISDU transport 

SMI_PortCmd (CMD = 0) R 0x7001 Batch ISDU transport 

SMI_PortCmd (CMD = 1) R 0x7002 PortPowerOffOn 

SMI_DeviceEvent I ‒ General 

SMI_PortEvent I ‒ General 

SMI_PDIn R 0x1001 Extension specific (see [10], [11]) 

SMI_PDOut R 0x1002 Extension specific (see [10], [11]) 

SMI_PDInOUT R 0x1003 Extension specific (see [10], [11]) 

SMI_PDInIQ R 0x1FFE Process data in at I/Q (Pin2 on M12) 
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Service name Master ArgBlockID Remark 

SMI_PDOutIQ R 0x1FFF Process data out at I/Q (Pin2 on M12) 

Key 
I  Initiator of service 
R Receiver (Responder) of service 

 322 

 Structure of SMI service arguments 7.2.2323 

The SMI service arguments contain standard elements such as port number or client identifi-324 
cation for coordination, which are characterized in the following. 325 

PortNumber 326 
Each SMI service contains the port number in case of an addressed port object (job) or in 327 
case of a triggered port object (event). 328 

Data type:   Unsigned8 329 
Permitted values:  1 to MaxNumberOfPorts 330 

ClientID 331 
Gateway Applications may use the SMI services concurrently as clients of the SMI (see 332 
7.2.3). Thus, SMI services will assign a unique ClientID to each individual client. It is the re-333 
sponsibility of the Gateway Application(s) to coordinate these SMI service activities. The max-334 
imum number of concurrent clients is Master specific. 335 

Data type:   Unsigned8 336 
Permitted values:  1 to maximum number of concurrent clients (vendor specific)  337 

ArgBlockLength 338 
This element specifies the total length of the data to be written or read by the SMI service in-339 
cluding potential vendor specific extensions. 340 

Data type:   Unsigned16 341 
Permitted values:  1 to 65535 (octets)  342 

ArgBlock 343 
A number of SMI services contain an ArgBlock characterized by an ArgBlockID and its de-344 
scription. Usually, the length of the ArgBlock is already predefined through the ArgblockID. 345 
However, manufacturer specific extensions are possible if the ArgBlockLength is chosen larg-346 
er than the predefined value. 347 

ArgBlock types and their ArgBlockIDs are defined in Table 101. Detailed coding of the Arg-348 
Blocks is specified in 7.3.  349 

Table 101 – ArgBlock types and their ArgBlockIDs  350 

ArgBlock type ArgBlockID Remark 

MasterIdent 0x0000 See 7.3.2 

PDIn 0x1001 See 7.3.8 

PDOut 0x1002 See 7.3.9 

PDInOut 0x1003 See 7.3.10 

PDInIQ 0x1FFE See 7.3.11 

PDOutIQ 0x1FFF See 0 

DS_Data 0x7000 Data Storage object; see 7.3.5 

DeviceParBatch (CMD = 0)  0x7001 Multiple ISDU transfer; see 7.3.6 

PortPowerOffOn (CMD = 1) 0x7002 Port power off and on; see 7.3.7 

PortConfigList 0x8000 See 7.3.3 

FSPortConfigList 0x8001 See [10] 

WPortConfigList 0x8002 See [11] 
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ArgBlock type ArgBlockID Remark 

PortStatusList 0x9000 See 7.3.4 

FSPortStatusList 0x9001 See [10] 

WPortStatusList 0x9002 See [11] 

     351 

 Concurrency and prioritization of SMI services 7.2.3352 

The following rules apply for concurrency of SMI services when accessing attributes: 353 

• All SMI services with different PortNumber access different port objects (disjoint oper-354 
ations) 355 

• Different SMI services using the same PortNumber access different attributes/methods 356 
of a port object (concurrent operations) 357 

• Identical SMI services using the same PortNumber and different ClientIDs access 358 
identical attributes concurrently (consistency) 359 

The following rules apply for SMI services when accessing methods: 360 

• SMI services for methods using different PortNumbers access different port objects 361 
(disjoint operations) 362 

• SMI services for methods using the same PortNumber and different ClientIDs create 363 
job instances and will be processed in the order of their arrival (n Client concurrency) 364 

• SMI_PortCmd with CMD = 0 (DeviceBatch, ArgBlockID = 0x7001) shall be treated as a 365 
job instance and this job shall not be interrupted by any SMI_DeviceWrite or 366 
SMI_DeviceRead service   367 

Prioritization of SMI services within the Standardized Master Interface is not performed. All 368 
services accessing methods will be processed in the order of their arrival (first come, first 369 
serve).  370 

 SMI_MasterIdentification 7.2.4371 

So far, an explicit identification of a Master did not have priority in SDCI since gateway appli-372 
cations usually provided hard-coded identification and maintenance information as required 373 
by the fieldbus system. Due to the requirement "one Master Tool (PCDT) fits different Master 374 
brands", corresponding new Master Tools shall be able to connect to Masters providing an 375 
SMI. For that purpose, the SMI_MasterIdentification service has been created. It allows Mas-376 
ter Tools to adjust to individual Master brands and types, if a particular fieldbus gateway pro-377 
vides the SMI services in a uniform accessible coding (see clause 8). Table 102 shows the 378 
service SMI_MasterIdentification. 379 

Table 102 – SMI_MasterIdentification  380 

Parameter name .req .cnf 

Argument 
  ClientID 

M 
M 

  

Result (+) 
  ClientID 
  ArgBlockLength   
  ArgBlock (MasterIdent, ArgBlockID = 0x0000) 

  S 
M 
M 
M 

Result (-) 
  ClientID 
  ErrorInfo 

  
  

S 
M 
M 

 381 
Argument 382 
The service-specific parameters of the service request are transmitted in the argument. 383 

ClientID  384 
This parameter contains the identification of the user of this service (see 7.2.2) 385 
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Result (+): 386 
This selection parameter indicates that the service request has been executed successfully. 387 

ClientID 388 

ArgBlockLength 389 
This parameter contains the length of the ArgBlock (see 7.2.2) 390 

MasterIdent 391 
The detailed coding of this ArgBlock is specified in Table 118  392 

Result (-): 393 
This selection parameter indicates that the service request failed 394 

ClientID 395 

ErrorInfo 396 
This parameter contains error information to supplement the Result parameter 397 

Permitted values: OUT_OF_RANGE, STATE_CONFLICT 398 

 399 

 SMI_PortConfiguration 7.2.5400 

With the help of this service, an SMI client such as a gateway application launches the indi-401 
cated Master port and the connected Device using the elements in parameter PortConfigList. 402 
Content of Data Storage for that port will be deleted at each new port configuration via 403 
"DS_Delete" (see Figure 97). Table 103 shows the structure of the service. The ArgBlock 404 
usually is different in SDCI Extensions such as safety and wireless and specified there (see 405 
[10] and [11]). 406 

Table 103 – SMI_PortConfiguration  407 

Parameter name .req .cnf 

Argument 
  PortNumber 
  ClientID 
  ArgBlockLength 
  ArgBlock (PortConfigList, ArgBlockID: 0x8000) 

M 
M 
M 
M 
M 

 

Result (+) 
  ClientID 

 S 
M 

Result (-) 
  ClientID 
  ErrorInfo 

 S 
M 
M 

 408 
Argument 409 
The service-specific parameters of the service request are transmitted in the argument. 410 

PortNumber 411 
This parameter contains the port number (see 7.2.2) 412 

ClientID 413 

ArgBlockLength 414 

PortConfigList 415 
The detailed coding of this ArgBlock is specified in Table 119  416 

Result (+): 417 
This selection parameter indicates that the service request has been executed successfully 418 

ClientID 419 
 420 

Result (-): 421 
This selection parameter indicates that the service request failed 422 

ClientID 423 
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ErrorInfo 424 
This parameter contains error information to supplement the Result parameter 425 

Permitted values: OUT_OF_RANGE, STATE_CONFLICT 426 

 427 

 SMI_ReadbackPortConfiguration 7.2.6428 

This service allows for retrieval of the effective configuration of the indicated Master port. Ta-429 
ble 104 shows the structure of the service. This service usually is different in SDCI Exten-430 
sions such as safety and wireless (see [10] and [11]). 431 

Table 104 – SMI_ReadbackPortConfiguration  432 

Parameter name .req .cnf 

Argument 
  PortNumber 
  ClientID 

  
M 
M 

 

Result (+) 
  ClientID 
  ArgBlockLength  
  ArgBlock (PortConfigList, ArgBlockID: 0x8000) 

 S 
M 
M 
M 

Result (-) 
  ClientID 
  ErrorInfo 

 S 
M 
M 

  433 
Argument 434 
The service-specific parameters of the service request are transmitted in the argument. 435 

PortNumber 436 

ClientID 437 
 438 

Result (+): 439 
This selection parameter indicates that the service request has been executed successfully 440 

ClientID 441 

ArgBlockLength 442 

PortConfigList 443 
The detailed coding of this ArgBlock is specified in Table 119  444 

Result (-): 445 
This selection parameter indicates that the service request failed 446 

ClientID 447 

ErrorInfo 448 
This parameter contains error information to supplement the Result parameter 449 

Permitted values: OUT_OF_RANGE, STATE_CONFLICT 450 

 451 

 SMI_PortStatus 7.2.7452 

This service allows for retrieval of the effective status of the indicated Master port. Table 105 453 
shows the structure of the service. This service usually is different in SDCI Extensions such 454 
as safety and wireless (see [10] and [11]). 455 

Table 105 – SMI_PortStatus 456 

Parameter name .req .cnf 

Argument 
  PortNumber 
  ClientID 

  
M 
M 
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Parameter name .req .cnf 

Result (+) 
  ClientID 
  ArgBlockLength  
  ArgBlock (PortStatusList, ArgBlockID: 0x9000) 

 S 
M 
M 
M 

Result (-) 
  ClientID 
  ErrorInfo 

 S 
M 
M 

 457 
Argument 458 
The service-specific parameters of the service request are transmitted in the argument. 459 

PortNumber 460 

ClientID 461 
 462 
Result (+): 463 
This selection parameter indicates that the service request has been executed successfully 464 

ClientID 465 

ArgBlockLength 466 

PortStatusList 467 
The detailed coding of this ArgBlock is specified in Table 120 468 

Result (-): 469 
This selection parameter indicates that the service request failed 470 

ClientID 471 

ErrorInfo 472 
This parameter contains error information to supplement the Result parameter 473 

Permitted values: OUT_OF_RANGE, STATE_CONFLICT 474 

 475 

 SMI_DSBackupToParServ 7.2.8476 

With the help of this service, an SMI client such as a gateway application is able to retrieve 477 
the technology parameter set of a Device from Data Storage and back it up within an upper 478 
level parameter server (see Figure 93, clauses 7.5 and 8.4.2). Table 106 shows the structure 479 
of the service. 480 

Table 106 – SMI_DSBackupToParServ  481 

Parameter name .req .cnf 

Argument 
  PortNumber 
  ClientID 

  
M 
M 

 

Result (+) 
  ClientID 
  ArgBlockLength  
  ArgBlock (DS_Data, ArgBlockID: 0x7000) 

 S 
M 
M 
M 

Result (-) 
  ClientID 
  ErrorInfo 

 S 
M 
M 

 482 
Argument 483 
The service-specific parameters of the service request are transmitted in the argument. 484 

PortNumber 485 

ClientID 486 
 487 
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Result (+): 488 
This selection parameter indicates that the service request has been executed successfully 489 

ClientID 490 

ArgBlockLength 491 

DS_Data 492 
The detailed coding of this ArgBlock is specified in Table 121 493 

Result (-): 494 
This selection parameter indicates that the service request failed 495 

ClientID 496 

ErrorInfo 497 
This parameter contains error information to supplement the Result parameter 498 

Permitted values: OUT_OF_RANGE, STATE_CONFLICT 499 

 500 

 SMI_DSRestoreFromParServ 7.2.9501 

With the help of this service, an SMI client such as a gateway application is able to restore 502 
the technology parameter set of a Device within Data Storage from an upper level parameter 503 
server (see Figure 93, clauses 7.4 and 8.4.2). Table 107 shows the structure of the service. 504 

Table 107 – SMI_DSRestoreFromParServ  505 

Parameter name .req .cnf 

Argument 
  PortNumber 
  ClientID 
  ArgBlockLength  
  ArgBlock (DS_Data, ArgBlockID: 0x7000) 

  
M 
M 
M 
M 

 

Result (+) 
  ClientID 

 S 
M 

Result (-) 
  ClientID 
  ErrorInfo 

 S 
M 
M 

 506 
Argument 507 
The service-specific parameters of the service request are transmitted in the argument. 508 

PortNumber 509 

ClientID 510 

ArgBlockLength 511 

DS_Data 512 
The detailed coding of this ArgBlock is specified in Table 121 513 

Result (+): 514 
This selection parameter indicates that the service request has been executed successfully 515 

ClientID 516 
 517 

Result (-): 518 
This selection parameter indicates that the service request failed 519 

ClientID 520 

ErrorInfo 521 
This parameter contains error information to supplement the Result parameter 522 

Permitted values: OUT_OF_RANGE, STATE_CONFLICT 523 

 524 
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 SMI_DeviceWrite 7.2.10525 

This service allows for writing On-request Data (OD) for propagation to the Device. Table 108 526 
shows the structure of the service. 527 

Table 108 – SMI_DeviceWrite 528 

Parameter name .req .cnf 

Argument 
  PortNumber 
  ClientID 
  Index 
  Subindex 
  DataLength 
  On-request Data 

 
M 
M 
M 
M 
M 
M 

 

Result (+) 
  ClientID 

 S 
M 

Result (-) 
  ClientID 
  ErrorInfo 

 S 
M 
M 

 529 
Argument 530 
The service-specific parameters of the service request are transmitted in the argument. 531 

PortNumber 532 

ClientID 533 

Index 534 
This parameter contains the Index to be used for the AL_Write service 535 

Permitted values:  0 to 65535 (see 8.2.2.2 in [1] for constraints)  536 

Subindex 537 
This parameter contains the Subindex to be used for the AL_Write service 538 

Permitted values:  0 to 255 (see 8.2.2.2 in [1] for constraints) 539 

DataLength 540 
Length of the On-request Data 541 

Permitted values:  0 to 232 octets 542 

On-request Data 543 
This parameter contains the write values of the On-request Data. 544 

Parameter type: Octet string 545 

Result (+): 546 
This selection parameter indicates that the service request has been executed successfully 547 

ClientID 548 
 549 

Result (-): 550 
This selection parameter indicates that the service request failed 551 

ClientID 552 

ErrorInfo 553 
This parameter contains error information to supplement the Result parameter (see Annex 554 
C in [1]) 555 

Permitted values: OUT_OF_RANGE, STATE_CONFLICT, ISDU_TIMEOUT, ISDU_NOT-556 
_SUPPORTED 557 

 558 

 SMI_DeviceRead 7.2.11559 

This service allows for reading On-request Data (OD) from the Device via the Master. Table 560 
109 shows the structure of the service.  561 
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Table 109 – SMI_DeviceRead 562 

Parameter name .req .cnf 

Argument 
  PortNumber 
  ClientID 
  Index 
  Subindex 

 
M 
M 
M 
M 

 

Result (+) 
  ClientID 
  DataLength  
  On-request Data 

 S 
M 
M 
M 

Result (-) 
  ClientID 
  ErrorInfo 

 S 
M 
M 

 563 
Argument 564 
The service-specific parameters of the service request are transmitted in the argument. 565 

PortNumber 566 

ClientID 567 

Index 568 
This parameter contains the Index to be used for the AL_Read service 569 

Permitted values:  0 to 65535 (see 8.2.2.1 in [1] for constraints)  570 

Subindex 571 
This parameter contains the Subindex to be used for the AL_Read service 572 

Permitted values:  0 to 255 (see 8.2.2.1 in [1] for constraints) 573 

Result (+): 574 
This selection parameter indicates that the service request has been executed successfully 575 

ClientID 576 

DataLength 577 
Length of the On-request Data 578 

Permitted values:  0 to 232 octets 579 

On-request Data 580 
This parameter contains the read values of the On-request Data. 581 

Parameter type: Octet string 582 

Result (-): 583 
This selection parameter indicates that the service request failed 584 

ClientID 585 

ErrorInfo 586 
This parameter contains error information to supplement the Result parameter (see Annex 587 
C in [1]) 588 

Permitted values: OUT_OF_RANGE, STATE_CONFLICT, ISDU_TIMEOUT, ISDU_NOT-589 
_SUPPORTED 590 

 591 

 SMI_PortCmd 7.2.12592 

This service allows for performing certain methods (functions) at a port that are defined by the 593 
argument CMD. A first method is CMD = 0 supporting the transfer of a large number of con-594 
sistent Device parameters via multiple ISDUs. Table 110 shows the structure of the service. A 595 
second method CMD = 1 allows for switching power 1 of a particular port off and on (see [1]).  596 

Both methods are optional. Availability is indicated via Master identification (see Table 118)  597 
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Table 110 – SMI_PortCmd  598 

Parameter name .req .cnf 

Argument 
  PortNumber 
  ClientID 
  CMD  
  ArgBlockLength (depending on CMD 
  ArgBlock (depending on CMD) 

 
M 
M 
M 
M 
M 

 

Result (+) 
  ClientID   

 S 
M 

Result (-) 
  ClientID  
  ErrorInfo 

 S 
M 
M 

 599 
Argument 600 
The service-specific parameters of the service request are transmitted in the argument. 601 

PortNumber 602 

ClientID 603 

CMD 604 
This parameter identifies the method (function) in charge 605 

Data type: Unsigned8 606 

Permitted values: 0  DeviceParBatch (see Table 122) 607 
   1  PortPowerOffOn (see Table 123) 608 
   2 to 70  Reserved for future methods 609 
   71 to 100 Reserved for IO-Link Safety 610 
   101 to 128 Reserved for IO-Link Wireless 611 

ArgBlockLength 612 
This value includes the CMD octet and the ArgBlock octets 613 

ArgBlock 614 
Coding of the ArgBlock depends on the chosen CMD, e.g. DeviceParBatch (see Table 122) 615 

Result (+): 616 

ClientID 617 
 618 
Result (-): 619 
This selection parameter indicates that the service request failed 620 

ClientID 621 

ErrorInfo 622 
This parameter contains error information to supplement the Result parameter 623 

Permitted values: NO_COM, OUT_OF_RANGE, STATE_CONFLICT 624 

 625 

 SMI_DeviceEvent 7.2.13626 

This service allows for signaling a Master Event created by the Device. Table 111 shows the 627 
structure of the service. 628 
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Table 111 – SMI_DeviceEvent 629 

Parameter name .ind .rsp 

Argument 
  PortNumber 
  Event_Instance 
  Event_Mode 
  Event_Type 
  Event_Origin 
  Event_Code 

M  
M 
M 
M 
M 
M 
M 

M 
M 

 630 
Argument 631 
The service-specific parameters of the service request are transmitted in the argument. 632 

PortNumber 633 

Event_Instance 634 
This parameter indicates the Event source 635 

Permitted values:  Application (see Table A.17 in [1]) 636 

Event_Mode  637 
This parameter indicates the Event mode 638 

Permitted values: SINGLESHOT, APPEARS, DISAPPEARS (see Table A.20 in [1]) 639 

Event_Type 640 
This parameter indicates the Event category 641 

Permitted values: ERROR, WARNING, NOTIFICATION (see Table A.19 in [1]) 642 

Event_Origin  643 
This parameter indicates whether the Event was generated in the local communication sec-644 
tion or remotely (in the Device) 645 

Permitted values: REMOTE 646 

EventCode  647 
This parameter contains code identifying a certain Event 648 

Permitted values: see Annex D in [1] 649 

 650 

 SMI_PortEvent 7.2.14651 

This service allows for signaling a Master Event created by the Port. Table 112 shows the 652 
structure of the service. 653 

Table 112 – SMI_PortEvent 654 

Parameter name .ind 

Argument 
  PortNumber 
  Event_Instance 
  Event_Mode 
  Event_Type 
  Event_Origin 
  Event_Code 

M  
M 
M 
M 
M 
M 
M 

 655 
Argument 656 
The service-specific parameters of the service request are transmitted in the argument. 657 

PortNumber 658 

Event_Instance 659 
This parameter indicates the Event source 660 

Permitted values:  Application (see Table A.17 in [1]) 661 

Event_Mode  662 
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This parameter indicates the Event mode 663 

Permitted values: APPEARS, DISAPPEARS (see Table A.20 in [1]) 664 

Event_Type 665 
This parameter indicates the Event category 666 

Permitted values: ERROR, WARNING (see Table A.19 in [1]) 667 

Event_Origin  668 
This parameter indicates whether the Event was generated in the local communication sec-669 
tion or remotely (in the Device) 670 

Permitted values: LOCAL 671 

EventCode  672 
This parameter contains code identifying a certain Event 673 

Permitted values: see 7.7.3 674 

 675 

 SMI_PDIn 7.2.15676 

This service allows for cyclically reading input Process Data from an InBuffer (see 7.8.2.1). 677 
Table 113 shows the structure of the service. This service usually has companion services in 678 
SDCI Extensions such as safety and wireless (see [10] and [11]). 679 

Table 113 – SMI_PDIn 680 

Parameter name .req .cnf 

Argument 
  PortNumber 
  ClientID 

  
M 
M 

 

Result (+) 
  ClientID 
  ArgBlockLength 
  ArgBlock (PDIn, ArgBlockID = 0x1001) 

 S 
M 
M 
M 

Result (-) 
  ClientID 
  ErrorInfo 

 S 
M 
M 

 681 
Argument 682 
The service-specific parameters of the service request are transmitted in the argument. 683 

PortNumber 684 

ClientID 685 
 686 

Result (+): 687 

ClientID 688 

ArgBlockLength 689 

PDIn 690 
The detailed coding of this ArgBlock is specified in 7.3.8 691 

Result (-): 692 
This selection parameter indicates that the service request failed 693 

ClientID 694 

ErrorInfo 695 
This parameter contains error information to supplement the Result parameter 696 

Permitted values: NO_COM, STATE_CONFLICT 697 

 698 
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 SMI_PDOut 7.2.16699 

This service allows for cyclically writing output Process Data to an OutBuffer (see 7.8.3.1). 700 
Table 114 shows the structure of the service. This service usually has companion services in 701 
SDCI Extensions such as safety and wireless (see [10] and [11]). 702 

Table 114 – SMI_PDOut 703 

Parameter name .req .cnf 

Argument 
  PortNumber 
  ClientID 
  ArgBlockLength 
  ArgBlock (PDOut, ArgBlockID = 0x1002) 

  
M 
M 
M 
M 

 

Result (+) 
  ClientID 

 S 
M 

Result (-) 
  ClientID  
  ErrorInfo 

 S 
M 
M 

 704 
Argument 705 
The service-specific parameters of the service request are transmitted in the argument. 706 

PortNumber 707 

ClientID 708 

ArgBlockLength 709 

PDOut 710 
The detailed coding of this ArgBlock is specified in 7.3.9 711 

 712 
Result (+): 713 
This selection parameter indicates that the service request has been executed successfully. 714 

ClientID 715 
 716 
Result (-): 717 
This selection parameter indicates that the service request failed 718 

ClientID 719 

ErrorInfo 720 
This parameter contains error information to supplement the Result parameter 721 

Permitted values: NO_COM, STATE_CONFLICT 722 

 723 

 SMI_PDInOut 7.2.17724 

This service allows for periodically reading input from an InBuffer (see 7.8.2.1) and cyclically 725 
reading output Process Data from an OutBuffer (see 7.8.3.1). Table 115 shows the structure 726 
of the service. This service usually has companion services in SDCI Extensions such as safe-727 
ty and wireless (see [10] and [11]). 728 

Table 115 – SMI_PDInOut 729 

Parameter name .req .cnf 

Argument 
  PortNumber 
  ClientID 

  
M 
M 

 

Result (+) 
  ClientID 
  ArgBlockLength 
  ArgBlock (PDInOut, ArgBlockID = 0x1003) 

 S 
M 
M 
M 
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Parameter name .req .cnf 

Result (-) 
  ClientID 
  ErrorInfo 

 S 
M 
M 

 730 
Argument 731 
The service-specific parameters of the service request are transmitted in the argument. 732 

Port Number 733 

ClientID 734 
 735 

Result (+): 736 
This selection parameter indicates that the service request has been executed successfully. 737 

ClientID 738 

ArgBlockLength 739 

PDInOut 740 
The detailed coding of this ArgBlock is specified in 7.3.10 741 

Result (-): 742 
This selection parameter indicates that the service request failed 743 

ClientID 744 

ErrorInfo 745 
This parameter contains error information to supplement the Result parameter 746 

Permitted values: NO_COM, STATE_CONFLICT 747 

 748 

 SMI_PDInIQ 7.2.18749 

This service allows for cyclically reading input Process Data from an InBuffer (see 7.8.2.1) 750 
containing the value of the input "I" signal (Pin2 at M12). Table 113 shows the structure of the 751 
service. 752 

Table 116 – SMI_PDInIQ 753 

Parameter name .req .cnf 

Argument 
  PortNumber 
  ClientID 

  
M 
M 

 

Result (+) 
  ClientID 
  ArgBlockLength 
  ArgBlock (PDInIQ, ArgBlockID = 0x1FFE) 

 S 
M 
M 
M 

Result (-) 
  ClientID 
  ErrorInfo 

 S 
M 
M 

 754 
Argument 755 
The service-specific parameters of the service request are transmitted in the argument. 756 

PortNumber 757 

ClientID 758 
 759 

Result (+): 760 

ClientID 761 

ArgBlockLength 762 

PDInIQ 763 
The detailed coding of this ArgBlock is specified in 7.3.11 764 
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Result (-): 765 
This selection parameter indicates that the service request failed 766 

ClientID 767 

ErrorInfo 768 
This parameter contains error information to supplement the Result parameter 769 

Permitted values: NO_COM, STATE_CONFLICT 770 

 SMI_PDOutIQ 7.2.19771 

This service allows for cyclically writing output Process Data to an OutBuffer (see 7.8.3.1) 772 
containing the value of the output "Q" signal (Pin2 at M12). Table 114 shows the structure of 773 
the service. 774 

Table 117 – SMI_PDOutIQ 775 

Parameter name .req .cnf 

Argument 
  PortNumber 
  ClientID 
  ArgBlockLength 
  ArgBlock (PDOutIQ, ArgBlockID = 0x1FFF) 

  
M 
M 
M 
M 

 

Result (+) 
  ClientID 

 S 
M 

Result (-) 
  ClientID  
  ErrorInfo 

 S 
M 
M 

 776 
Argument 777 
The service-specific parameters of the service request are transmitted in the argument. 778 

PortNumber 779 

ClientID 780 

ArgBlockLength 781 

PDOutIQ 782 
The detailed coding of this ArgBlock is specified in 0 783 

 784 
Result (+): 785 
This selection parameter indicates that the service request has been executed successfully. 786 

ClientID 787 
 788 
Result (-): 789 
This selection parameter indicates that the service request failed 790 

ClientID 791 

ErrorInfo 792 
This parameter contains error information to supplement the Result parameter 793 

Permitted values: NO_COM, STATE_CONFLICT 794 

 795 

7.3 Coding of ArgBlocks 796 

 General 7.3.1797 

The purpose of ArgBlocks is explained in 7.2.2. Each ArgBlock is uniquely defined by its Ar-798 
gBlock identification (ArgBlockID) and its ArgBlock length (ArgBlockLength). It is possible for 799 
vendors to use an extended ArgBlock just by using a larger ArgBlock length. 800 
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 MasterIdent 7.3.2801 

This ArgBlock is used by the service SMI_MasterIdentification (see 7.2.4). Table 118 shows 802 
the coding of the MasterIdent ArgBlock. 803 

Table 118 – MasterIdent  804 

Offset Element name Definition Data type Range 

0 ArgBlockID 0x0000 Unsigned16 ‒ 

2 VendorID Unique VendorID of the Master (see [1])  Unsigned16 1 to 65535 

4 MasterID 3 octets long vendor specific unique identifica-
tion of the Master 

Unsigned32 1 to 16777215 

8 MasterType 0:  Unspecific (manufacturer specific)  
1:  Reserved 
2:  Master acc. V1.1; see [1] or later 
3:  FS_Master; see [10]  
4:  W_Master; see [11]   
5 to  
255:  Reserved 

Unsigned8 0 to 255 

9 Features_1 
 

Bit 0:  DeviceParBatch (SMI_Portcmd)  
   0 = not supported 
   1 = supported    
Bit 1:  PortPowerOffOn (SMI_PortCmd) 
          0 = not supported 
   1 = supported 
Bit 2 
to 7:   Reserved (= 0) 

Unsigned8 0 to 255 

10 Features_2 
 

Reserved for future use (= 0) 

Unsigned8 0 to 255 

11 MaxNumberOfPorts Maximum number (n) of ports of this Master Unsigned8 1 to 255 

12 PortTypes Array indicating for all ports the type of port 
0:  Class A  
1:  Class A with PortPowerOffOn 
2:  Class B acc. [8] 
3:  FS_Port_A without OSSDe; see [10]  
4:  FS_Port_A with OSSDe; see [10] 
5: FS_Port_B; see [10] 
6: W_Master; see [11]   
7 to  
255:  Reserved 

Array [1 to n] 
of Unsigned8 

1 to MaxNum-
berOfPorts 

12+n SMIVersion Array indicating all supported ArgBlockIDs (m-
1). First array item contains the total number m 
of array items. 
Example: 
SMIversion [0] Array length m  
SMIversion [1]  0x8000 (PortConfigList)  
SMIversion [2]  0x9000 (PortStatusList)  
… 
SMIversion [m]  0x1003 (PDInOut) 

Array [0 to m] 
of Unsigned16 

0 to m 

   805 

 PortConfigList 7.3.3806 

This ArgBlock is used by the services SMI_PortConfiguration (see 7.2.5) and 807 
SMI_ReadbackPortConfiguration (see 7.2.6). Table 119 shows the coding of the PortCon-808 
figList ArgBlock. 809 

Table 119 – PortConfigList  810 

Offset Element name Definition Data type Range 

0 ArgBlockID 0x8000 Unsigned16 ‒ 

7 6 5 4 3 2 1 0

7 6 5 4 3 2 1 0
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Offset Element name Definition Data type Range 

2 PortMode This element contains the port mode expected 
by the SMI client, e.g. gateway application. All 
modes are mandatory. They shall be mapped to 
the Target Modes of "SM_SetPortConfig" (see 
9.2.2.2 in [1]). 
0: DEACTIVATED  
 (SM: INACTIVE  Port is deactivated;  
 input and output Process Data are "0"; 
 Master shall not perform activities at this  
 port) 
1: IOL_MANUAL  
 (SM: CFGCOM  Target Mode based on  
 user defined configuration including vali- 
 dation of RID, VID, DID) 
2: IOL_AUTOSTART a 
 (SM: AUTOCOM Target Mode w/o con- 
 figuration and w/o validation of VID/DID;  
 RID gets highest revision the Master is  
 supporting; Validation: NO_CHECK) 
3: DI_C/Q (Pin4 at M12) b 
 (SM: DI  Port in input mode SIO) 
4: DO_C/Q (Pin4 at M12) b  
 (SM: DO  Port in output mode SIO) 
5 to 
48: Reserved for future versions 
49 to 
96: Reserved for extensions (see [10], [11]) 
97 to 
255: Manufacturer specific  

Unsigned8 
(enum) 

0 to 255 

3 Validation&Backup This element contains the InspectionLevel to 
be performed by the Device and the Back-
up/Restore behavior. 
0:  No Device check  
1:  Type compatible Device V1.0   
2:  Type compatible Device V1.1   
3:  Type compatible Device V1.1,  
 Backup + Restore 
4:  Type compatible Device V1.1, 
 Restore    
5 to  
255:  Reserved 

Unsigned8 0 to 255 

4 I/Q behavior 
(manufacturer or 
profile specific, see 
[10], [11]) 

This element defines the behavior of the I/Q 
signal (Pin2 at M12 connector) 
0:  Not supported  
1:     Digital Input 
2:     Digital Output  
3:     Analog Input 
4:     Analog Output 
5:     Power 2 (Port class B) 
6 to  
255:  Reserved 

Unsigned8 0 to 255 

5 PortCycleTime This element contains the port cycle time ex-
pected by the SMI client. AFAP is default. They 
shall be mapped to the ConfiguredCycleTime of 
"SM_SetPortConfig" (see 9.2.2.2 in [1]) 
0:  AFAP  
 (As fast as possible ‒ SM: FreeRunning  
  Port cycle timing is not restricted. De- 
 fault value in port mode IOL_MANUAL) 
1 to  
255: TIME  
 (SM: For coding see Table B.3 in [1].  
 Device shall achieve the indicated port  
 cycle time. An error shall be created if  
 this value is below MinCycleTime  
 of the Device or in case of other misfits) 

Unsigned8 0 to 255 

6 VendorID This element contains the 2 octets long Ven-
dorID expected by the SMI client (see [1]) 

Unsigned16 1 to 65535   

8 DeviceID This element contains the 3 octets long De- Unsigned32 1 to 16777215 
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Offset Element name Definition Data type Range 
viceID expected by the SMI client (see [1]) 

12 InputDataLength 
 

This element contains in Bit 0 to 5 the size of 
the InBuffer required for the input Process Data 
of the De-vice. Size can be ≥ input Process 
Data length. 
This element contains in Bit 6 and 7 the size of 
the "I/Q" InBuffer: 
0:  0 octets  
1:     2 octets 
2:     4 octets  
3:     Reserved   

Unsigned8 0 to 33 octets 
 
 
 
 
0 to 4 octets 

13 OutputDataLength 
 

This element contains in Bit 0 to 5 the size of 
the OutBuffer required for the output Process 
Data of the Device. Size can be ≥ output Pro-
cess Data length. 
This element contains in Bit 6 and 7 the size of 
the "I/Q" OutBuffer: 
0:  0 octets  
1:     2 octets 
2:     4 octets  
3:     Reserved   

Unsigned8 0 to 33 octets 
 
 
 
 
0 to 4 octets 

a    In PortMode "IOL_Autostart" parameters VendorID, DeviceID, and Validation&Backup are treated don't care. 
b    In PortModes "DI_C/Q" and "DO_C/Q" all parameters are don't care except for "InputDataLength" and "Output
 DataLength".  

 811 

 PortStatusList 7.3.4812 

This ArgBlock is used by the service SMI_PortStatus (see 7.2.7). Table 120 shows the coding 813 
of the ArgBlock "PortStatusList". It refers to the state machine of the Configuration Manager in 814 
Figure 99 and shows its current states. Content of "PortStatusInfo" is derived from "PortMode" 815 
in [1]. 816 

Table 120 – PortStatusList  817 

Offset Element name Definition Data type Range 

0 ArgBlockID 0x9000 Unsigned16 ‒ 

2 PortStatusInfo This element contains status information on the 
port. 
0: NO_DEVICE  
 (COMLOST) 
1: DEACTIVATED  
 (INACTIVE)  
2: INCORRECT_DEVICE  
 (REV_FAULT or COMP_FAULT)  
3: PREOPERATE  
 (COMREADY)  
4: OPERATE  
 (OPERATE)  
5: DI_C/Q  
 (DI)  
6: DO_C/Q  
 (DO)  
7 to 
8: Reserved for IO-Link Safety [10] 
9 to 
254: Reserved 
255: NOT_AVAILABLE  
 (PortStatusInfo currently not available) 

Unsigned8 
(enum) 

0 to 255 

3 PortQualityInfo This element contains status information on 
Process Data (see 8.2.2.12 in [1]). 
Bit0: 0 = PDIn valid  
 1 = PDIn invalid 

Unsigned8 ‒ 

7 6 5 4 3 2 1 0

7 6 5 4 3 2 1 0
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Offset Element name Definition Data type Range 
Bit1: 0 = PDOut valid  
 1 = PDOut invalid 
Bit2 
to 
Bit7: Reserved 

4 RevisionID This element contains information of the SDCI 
protocol revision of the Device (see B.1.5 in 
[1]) 
0: NOT_DETECTED  
 (No communication at that port)  
<>0: Copied from Direct parameter page,  
 address 4 
 (Protocol according to [1]) 

Unsigned8 0 to 255 

5 TransmissionRate This element contains information on the effec-
tive port transmission rate. 
0:  NOT_DETECTED  
 (No communication at that port)  
1: COM1  
 (transmission rate 4,8 kbit/s)  
2: COM2  
 (transmission rate 38,4 kbit/s)  
3: COM3  
 (transmission rate 230,4 kbit/s) 
4 to 
255: Reserved for future use 

Unsigned8 0 to 255 

6 MasterCycleTime This element contains information on the Mas-
ter cycle time. For coding see B.1.3 in [1].  

Unsigned8 ‒ 

7 Reserved ‒ ‒ ‒ 

8 VendorID This element contains the 2 octets long Ven-
dorID expected by the SMI client (see [1]) 

Unsigned16 1 to 65535   

10 DeviceID This element contains the 3 octets long De-
viceID expected by the SMI client (see [1]) 

Unsigned32 1 to 16777215 

14 NumberOfDiags This element contains the number x of diagno-
sis entries (DiagEntry0 to DiagEntryx  

Unsigned8 0 to 255 

15 DiagEntry0 This element contains the "EventQualifier" and 
"EventCode" of a diagnosis (Event). For coding 
see B.2.19 in [1]. 

Struct  
Unsigned8/16 

‒ 

18 DiagEntry1 Further entries up to x if applicable… … ‒ 

 818 

 DS_Data 7.3.5819 

This ArgBlock is used by the services SMI_DeviceBackup (see 7.2.8) and SMI_DeviceRestore 820 
(see 7.2.9). Table 121 shows the coding of the DS_Data ArgBlock. 821 

Table 121 – DS_Data  822 

Offset Element name Definition Data type Range 

0 ArgBlockID 0x7000 Unsigned16 ‒ 

2 to n DataStorageObject This element contains the Device parameter 
set coded according to 7.5.2 

Record (octet 
string) 

1 to 2×210 

 823 

 DeviceParBatch 7.3.6824 

This ArgBlock provides means to transfer a large number of Device parameters via a number 825 
of ISDU write requests to the Device. It is used by the service SMI_PortCmd (see 7.2.12). Ta-826 
ble 122 shows the coding of the ArgBlockType DeviceParBatch. 827 

NOTE1   This service supposes use of block parameterization and sufficient buffer ressources  828 

NOTE2   This service may have unexpected duration  829 
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Table 122 – DeviceParBatch 830 

Offset Element name Definition Data type Range 

0 ArgBlockID 0x7001 Unsigned16  

2 Object1_Index Index of 1st parameter Unsigned16 0 to 65535 

4 Object1_Subindex Subindex of 1st parameter Unsigned8 0 to 255 

5 Object1_Length Length of parameter record Unsigned8 0 to 255 

6 Object1_Data Parameter record Record 0 to r 

6+r Object2_Index Index of 2nd parameter Unsigned16 0 to 65535 

6+r+2 Object2_Subindex Subindex of 2nd parameter Unsigned8 0 to 255 

6+r+3 Object2_Length Length of parameter record Unsigned8 0 to 255 

6+r+4 Object2_Data Parameter record Record 0 to s 

… 

… Objectx_Index Index of xth parameter Unsigned16 0 to 65535 

… Objectx_Subindex Subindex of xth parameter Unsigned8 0 to 255 

… Objectx_Length Length of parameter record Unsigned8 0 to 255 

… Objectx_Data Parameter record Record 0 to t 

 831 

 PortPowerOffOn 7.3.7832 

Table 123 shows the ArgBlockType "PortPowerOffOn". The service "SMI_PortCmd" with CMD 833 
= 1 and with this ArgBlock can be used for energy saving purposes during production stops or 834 
alike. 835 

Table 123 – PortPowerOffOn  836 

Offset Element name Definition Data type Range 

0 ArgBlockID 0x7002 Unsigned16 ‒ 

2 PortPowerMode 0: One time switch off (PowerOffTime) 
1: Switch PortPowerOff (permanent) 
2: Switch PortPowerOn (permanent) 

Unsigned8 ‒ 

2 PowerOffTime  Duration of FS-Master port power off (ms)  Unsigned16 1 to 65535 

 837 

 PDIn 7.3.8838 

This ArgBlock provides means to retrieve input Process Data from the InBuffer within the 839 
Master. It is used by the service SMI_PDIn (see 7.2.15). Table 124 shows the coding of the 840 
PDIn ArgBlock.   841 

Mapping principles of input Process Data (PD) are specified in 7.8.2. The following rules ap-842 
ply for the ArgBlock PDIn: 843 

• The first 2 octets are occupied by the ArgBlockID (0x1001) 844 

• Subsequent octets are occupied by the input Process Data of the Device; see 7.8.2 845 

• Length of the ArgBlock is defined in the PortConfigList (see Table 119) 846 

• Padding (unused) octets shall be filled with "0" 847 

• The last octet (offset = input data length +3) carries the port qualifier (PQI); see 7.8.2 848 

 849 
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Table 124 – PDIn 850 

Offset Element name Definition Data type Range 

0 ArgBlockID 0x1001 Unsigned16 ‒ 

2 PDI0 Input Process Data (octet 0) Unsigned8 0 to 255 

3 PDI1 Input Process Data (octet 1) Unsigned8 0 to 255 

… 

InputDataLength + 2 PDIn Input Process Data (octet n) Unsigned8 0 to 255 

InputDataLength + 3 PQI Port qualifier input Unsigned8 ‒ 

 851 

 PDOut 7.3.9852 

This ArgBlock provides means to transfer output Process Data to the OutBuffer within the 853 
Master. It is used by the service SMI_PDOut (see 7.2.16). Table 125 shows the coding of the 854 
PDOut ArgBlock.   855 

Mapping principles of output Process Data (PD) are specified in 7.8.3. The following rules ap-856 
ply for the ArgBlock PDOut: 857 

• The first 2 octets are occupied by the ArgBlockID (0x1002) 858 

• Subsequent octets are occupied by the output Process Data for the Device; see 7.8.3. 859 
Only these are propagated to the Device. 860 

• Length of the ArgBlock is defined in the PortConfigList (see Table 119) 861 

• Padding (unused) octets shall be filled with "0" 862 

• The last octet (offset = output data length +3) carries the port qualifier (OE); see 7.8.3 863 

 864 

Table 125 – PDOut 865 

Offset Element name Definition Data type Range 

0 ArgBlockID 0x1002 Unsigned16 ‒ 

2 PDO0 Output Process Data (octet 0) Unsigned8 0 to 255 

3 PDO1 Output Process Data (octet 1) Unsigned8 0 to 255 

… 

OutputDataLength + 2 PDOm Output Process Data (octet m) Unsigned8 0 to 255 

OutputDataLength + 3 OE Output Enable Unsigned8 ‒ 

 866 

 PDInOut 7.3.10867 

This ArgBlock provides means to retrieve input Process Data from the InBuffer and output 868 
Process Data from the OutBuffer within the Master. It is used by the service SMI_PDInOut 869 
(see 7.2.17). Table 126 shows the coding of the PDInOut ArgBlock.  870 

Table 126 – PDInOut  871 

Offset Element name Definition Data type Range 

0 ArgBlockID 0x1003 Unsigned16 ‒ 

2 PDI0 Input Process Data (octet 0) Unsigned8 0 to 255 

3 PDI1 Input Process Data (octet 1) Unsigned8 0 to 255 

… 

InputDataLength + 2 PDIn Input Process Data (octet n) Unsigned8 0 to 255 

InputDataLength + 3 PQI Port qualifier input Unsigned8 ‒ 
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Offset Element name Definition Data type Range 

InputDataLength + 4 PDO0 Output Process Data (octet 0) Unsigned8 0 to 255 

InputDataLength + 5 PDO1 Output Process Data (octet 1) Unsigned8 0 to 255 

… 

InputDataLength + 
OutputDataLength + 5 

PDOm Output Process Data (octet m) Unsigned8 0 to 255 

InputDataLength + 
OutputDataLength + 6 

OE Output Enable Unsigned8 ‒ 

 872 

 PDInIQ 7.3.11873 

This ArgBlock provides means to retrieve input Process Data (I/Q signal) from the InBuffer 874 
within the Master. It is used by the service SMI_PDInIQ (see 7.2.18). Table 127 shows the 875 
coding of the PDInIQ ArgBlock.   876 

Mapping principles of input Process Data (PD) are specified in 7.8.2. The following rules ap-877 
ply for the ArgBlock PDInIQ: 878 

• The first 2 octets are occupied by the ArgBlockID (0x1FFE) 879 

• Subsequent octets are occupied by the input Process Data of the signal line; see 7.8.2 880 

• Length of the ArgBlock is defined in the PortConfigList (see Table 119) 881 

• Padding (unused) octets shall be filled with "0" 882 

 883 

Table 127 – PDInIQ 884 

Offset Element name Definition Data type Range 

0 ArgBlockID 0x1FFE Unsigned16 ‒ 

2 PDI0 Input Process Data I/Q signal (octet 0) Unsigned8 0 to 255 

3 PDI1 Input Process Data I/Q signal (octet 1) Unsigned8 0 to 255 

 885 

 PDOutIQ 7.3.12886 

This ArgBlock provides means to transfer output Process Data (I/Q signal) to the OutBuffer 887 
within the Master. It is used by the service SMI_PDOutIQ (see 7.2.19). Table 128 shows the 888 
coding of the PDOut ArgBlock.   889 

Mapping principles of output Process Data (PD) are specified in 7.8.3. The following rules ap-890 
ply for the ArgBlock PDOutIQ: 891 

• The first 2 octets are occupied by the ArgBlockID (0x1FFF) 892 

• Subsequent octets are occupied by the output Process Data; see 7.8.3. Only these are 893 
propagated to the signal line. 894 

• Length of the ArgBlock is defined in the PortConfigList (see Table 119) 895 

• Padding (unused) octets shall be filled with "0" 896 

 897 

Table 128 – PDOutIQ 898 

Offset Element name Definition Data type Range 

0 ArgBlockID 0x1FFF Unsigned16 ‒ 

2 PDO0 Output Process Data I/Q signal (octet 0) Unsigned8 0 to 255 

3 PDO1 Output Process Data I/Q signal (octet 1) Unsigned8 0 to 255 
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7.4 Configuration Manager (CM) 899 

 Coordination of Master applications 7.4.1900 

Figure 97 illustrates the coordination between Master applications. Main responsibility is as-901 
signed to the Configuration Manager (CM), who initializes port start-ups and who starts or 902 
stops the other Master applications depending on a respective port state.  903 

 904 

Figure 97 – Coordination of Master applications  905 

Internal variables and Events controlling Master applications are listed in Table 129. 906 

Table 129 – Internal variables and Events controlling Master applications  907 

Internal Variable  Definition  

DS_Startup  This variable triggers the Data Storage (DS) state machine causing an Upload 
or Download of Device parameters if required (see 11.3).   

DS_Ready  This variable indicates the Data Storage has been accomplished successfully; 
operating mode is CFGCOM or AUTOCOM (see 9.2.2.2)  

DS_Fault  This variable indicates the Data Storage has been aborted due to a fault.    

DS_Delete  Any verified change of Device configuration leads to a deletion of the stored 
data set in the Data Storage.   

Port_Restart This variable causes a restart of a particular port, either if a new PortConfigList 
has changed or a download of Data Storage data took place.   

DS_Upload  This variable triggers the Data Storage state machine in the Master due to the 
special Event "DS_UPLOAD_REQ" from the Device.  

OD_Start  This variable enables On-request Data access via AL_Read and AL_Write.  

OD_Stop  This variable indicates that On-request Data access via AL_Read and AL_Write 
is acknowledged with a negative response to the gateway application.   

OD_Block  Data Storage upload and download actions disable the On-request Data access 
through AL_Read or AL_Write. Access by the gateway application is denied.  

OD_Unblock  This variable enables On-request Data access via AL_Read or AL_Write.  

DU_Start  This variable enables the Diagnosis Unit to propagate remote (Device) or local 
(Master) Events to the gateway application.   
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Internal Variable  Definition  

DU_Stop  This variable indicates that the Device Events are not propagated to the gate-
way application and not acknowledged. Available Events are blocked until the 
DU is enabled again.  

PD_Start  This variable enables the Process Data exchange with the gateway application.  

PD_Stop  This variable disables the Process Data exchange with the gateway application.  

 908 

Restart of a port is basically driven by two activities: 909 

• SMI_PortConfiguration service (Port parameter setting and start-up or changes and 910 
restart of a port) 911 

• SMI_DSRestoreFromParServ service (Download of Data Storage data and port re-912 
start)    913 

 914 

The Configuration Manager (CM) is launched upon reception of a "SMI_PortConfiguration" 915 
service. The elements of parameter "PortConfigList" are stored in non-volatile memory within 916 
the Master. The service "SMI_ReadbackPortConfiguration" allows for checking correct stor-917 
age. 918 

CM uses the values of ArgBlock "PortConfigList", initializes the port start-up in case of value 919 
changes and empties the Data Storage via "DS_Delete" or checks emptiness (see Figure 97).  920 

A gateway application can poll the actual port state via "SMI_PortStatus" to check whether the 921 
expected port state is reached. In case of fault this service provides corresponding infor-922 
mation. 923 

After successfully setting up the port, CM starts the Data Storage mechanism and returns via 924 
parameter element "PortStatusInfo" either "OPERATE" or "PORT_FAULT" to the gateway ap-925 
plication.  926 

In case of "OPERATE", CM activates the state machines of the associated Master applica-927 
tions Diagnosis Unit (DU), On-request Data Exchange (ODE), and Process Data Exchange 928 
(PDE). 929 

In case of a fault in SM_PortMode such as COMP_FAULT, REVISION_FAULT, or 930 
SERNUM_FAULT according to 9.2.3, only the ODE state machine shall be activated to allow 931 
for parameterization.  932 

Figure 98 illustrates in a sequence diagram the start-up of a port via SMI_ PortConfiguration 933 
service. 934 
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 935 

Figure 98 – Sequence diagram of start-up via Configuration Manager  936 

    937 

 State machine of the Configuration Manager 7.4.2938 

Figure 99 shows the state machine of the Configuration Manager. In general, states and tran-939 
sitions correspond to those of the message handler: STARTUP, PREOPERATE (fault or Data 940 
Storage), and at the end OPERATE. Dedicated "SM_PortMode" services are driving the tran-941 
sitions (see 9.2.2.4 in [1]). A special state is related to SIO mode DI or DO.    942 

Configuration Manager can receive information such as INACTIVE or COMLOST from Port x 943 
Handler through "SM_PortMode" at any time.  944 

On the other hand, it can receive a "SMI_PortConfiguration" service from the gateway applica-945 
tion with changed values in "PortConfigList" also at any time (see 7.2.5). 946 

Port x is started/restarted in both cases.  947 
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 948 

Figure 99 – State machine of the Configuration Manager 949 

Table 130 shows the state transition tables of the Configuration Manager.  950 

Table 130 – State transition tables of the Configuration Manager  951 

STATE NAME STATE DESCRIPTION 

Inactive_0 Waiting on SMI_PortConfiguration. Then check "Port Mode" element in parameter 
"PortConfigList" (see 7.2.5)  

SM_Startup_1 Waiting on an established communication or loss of communication or any of the faults 
REVISION_FAULT, COMP_FAULT, or SERNUM_FAULT (see Table 83 in [1]) 

DS_ParamManager_2 Waiting on accomplished Data Storage startup. Parameter are downloaded into the 
Device or uploaded from the Device. 

PortFault_3 Device in state PREOPERATE (communicating). However, one of the three faults RE-
VISION_FAULT, COMP_FAULT, SERNUM_FAULT, or DS_Fault occurred. 

WaitingOnOperate_4 Waiting on SM to switch to OPERATE. 

PortActive_5 Port is in OPERATE mode. The gateway application is exchanging Process Data and 
ready to send or receive On-request Data. 

PortDIDO_6 Port is in DI or DO mode. The gateway application is exchanging Process Data (DI or 
DO). 

 952 
TRANSITION SOURCE 

STATE 
TARGET 
STATE 

ACTION 

T1 0 1 SM_SetPortConfig_CFGCOM 

T2 0 1 SM_SetPortConfig_AUTOCOM 

T3 1 2 DS_Startup: The DS state machine is triggered. 
Update parameter elements of "PortStatusList": 
- PortStatusInfo = PREOPERATE 
- RevisionID = (real) RRID 
- Transmission rate = COMx 
- VendorID = (real) RVID 
- DeviceID = (real) RDID 

Key
xFAULT:   REV_FAULT or COMP_FAULT or SERNUM_FAULT
yMODE:    INACTIVE or COMLOST

Inactive_0

[DEACTIVATED]/
T11

/Initialization

[DEACTIVATED]/
T11

[IOL_AUTOSTART]/
T2

SM_Startup_1

[IOL_MANUAL]/
T1
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T2
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T3
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T3

WaitingOnOperate_4

[DS_Ready]/
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Port x handler sent 
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INACTIVE or COMLOST 
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TRANSITION SOURCE 
STATE 

TARGET 
STATE 

ACTION 

- MasterCycleTime = value 
- Port QualityInfo = invalid 

T4 1 3 Update parameter elements of "PortStatusList": 
- PortStatusInfo = PORT_FAULT or INCORRECT_DEVICE depending on  
  Event indication 
- RevisionID = (real) RRID 
- Transmission rate = COMx 
- VendorID = (real) RVID 
- DeviceID = (real) RDID 
- Port QualityInfo = invalid 

T5 2 4 SM_Operate 

T6 2 3 Data Storage failed. Rollback to previous parameter set. 
Update parameter elements of "PortStatusList": 
- PortStatusInfo = PORT_FAULT 
- RevisionID = (real) RRID 
- Transmission rate = COMx 
- VendorID = (real) RVID 
- DeviceID = (real) RDID 
- Port QualityInfo = invalid 

T7 4 5 Update parameter elements of "PortStatusList": 
- PortStatusInfo = OPERATE 
- RevisionID = (real) RRID 
- Transmission rate = COMx 
- VendorID = (real) RVID 
- DeviceID = (real) RDID 
- Port QualityInfo = x 

T8 1,2,3,4,5,
6 

0 SM_SetPortConfig_INACTIVE.  
Update parameter elements of "PortStatusList": 
- PortStatusInfo = DEACTIVATED 
- RevisionID = 0 
- Transmission rate = 0 
- VendorID = 0 
- DeviceID = 0 
- Port QualityInfo = invalid 

T9 0 6 SM_SetPortConfig_DI. 
Update parameter elements of "PortStatusList": 
- PortStatusInfo = DI_C/Q 
- RevisionID = 0 
- Transmission rate = 0 
- VendorID = 0 
- DeviceID = 0 
- Port QualityInfo = invalid 

T10 0 6 SM_SetPortConfig_DO. 
Update parameter elements of "PortStatusList": 
- PortStatusInfo = DO_C/Q 
- RevisionID = 0 
- Transmission rate = 0 
- VendorID = 0 
- DeviceID = 0 
- Port QualityInfo = invalid 

T11 0 0 SM_SetPortConfig_INACTIVE. 
Update parameter elements of "PortStatusList": 
- PortStatusInfo = DEACTIVATED 
- RevisionID = 0 
- Transmission rate = 0 
- VendorID = 0 
- DeviceID = 0 
- Port QualityInfo = invalid 

T12 1,2,3,4,5,
6 

0 Data Storage memory cleared: DS_Delete. 
Update parameter elements of "PortStatusList": 
- PortStatusInfo = DEACTIVATED 
- RevisionID = 0 
- Transmission rate = 0 
- VendorID = 0 
- DeviceID = 0 
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TRANSITION SOURCE 
STATE 

TARGET 
STATE 

ACTION 

- Port QualityInfo = invalid 
 953 

INTERNAL ITEMS TYPE DEFINITION 

PortConfigListChange Guard Values of "PortConfigList" have changed   

DS_Ready Guard Data Storage sequence (upload, download) accomplished. Port operating 
mode is FIXEDMODE or SCANMODE. See Table 129.  

DS_Fault Guard See Table 129. 

DEACTIVATED Guard See Table 119 

IOL_MANUAL Guard See Table 119 

IOL_AUTOSTART Guard See Table 119 

DI_C/Q Guard See Table 119 

DO_C/Q Guard See Table 119 

 954 

7.5 Data Storage (DS) 955 

 Overview 7.5.1956 

Data Storage between Master and Device is specified within this standard, whereas the adja-957 
cent upper Data Storage mechanisms depend on the individual fieldbus or system. The De-958 
vice holds a standardized set of objects providing parameters for Data Storage, memory size 959 
requirements, control and state information on the Data Storage mechanism. Changes of Data 960 
Storage parameter sets are detectable via the "Parameter Checksum" (see 10.4.8 in [1]). 961 

 DS data object 7.5.2962 

The structure of a Data Storage data object is specified in F.1 in [1]. 963 

The Master shall always hold the header information (Parameter Checksum, VendorID, and 964 
DeviceID) for the purpose of checking and control. The object information (objects 1…n) will 965 
be stored within the non-volatile memory part of the Master (see Annex F in [1]). Prior to a 966 
download of the Data Storage data object (parameter block), the Master will check the con-967 
sistency of the header information with the particular Device. 968 

The maximum permitted size of the Data Storage data object is 2 x 210 octets. It is mandatory 969 
for Masters to provide at least this memory space per port if the Data Storage mechanism is 970 
implemented. 971 

 Backup and Restore 7.5.3972 

Gateways are able to retrieve a port's current Data Storage object out of the Master using the 973 
service "SMI_DeviceBackup", see 7.2.8. 974 

In return, gateways are also able to write a port's current Data Storage object into the Master 975 
using the service "SMI_DeviceRestore". This causes an implicit restart of the Device 976 
(Port_Restart) and activation of the parameters within the Device, see 7.2.9.    977 

 DS state machine 7.5.4978 

The Data Storage mechanism is called right after establishing the COMx communication, be-979 
fore entering the OPERATE mode. During this time any other communication with the Device 980 
shall be rejected by the gateway. 981 

Figure 100 shows the state machine of the Data Storage mechanism. Internal parameter "Ac-982 
tivationState" (DS_Enabled, DS_Disabled, and DS_Cleared) are derived from parameter 983 
"Backup behavior" in "SMI_PortConfiguration" service (see 7.2.5 and Table 131 / INTERNAL 984 
ITEMS). 985 
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 986 

Figure 100 – Main state machine of the Data Storage mechanism 987 

Figure 101 shows the submachine of the state "UpDownload_2". 988 

This submachine can be invoked by the Data Storage mechanism or during runtime triggered 989 
by a "DS_UPLOAD_REQ" Event. 990 
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 991 

Figure 101 – Submachine "UpDownload_2" of the Data Storage mechanism 992 

Figure 102 shows the submachine of the state "Upload_7". 993 

This state machine can be invoked by the Data Storage mechanism or during runtime trig-994 
gered by a DS_UPLOAD_REQ Event. 995 
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 996 

Figure 102 – Data Storage submachine "Upload_7" 997 

Figure 103 demonstrates the Data Storage upload sequence using the Data Storage Index 998 
(DSI) specified in B.2.3 in [1] and Table B.10 in [1]. The structure of Index_List is specified in 999 
Table B.11 in [1]. The DS_UPLOAD_FLAG shall be reset at the end of each sequence (see 1000 
Table B.10 in [1]).  1001 

 1002 

Figure 103 – Data Storage upload sequence diagram 1003 

Figure 104 shows the submachine of the state "Download_10".  1004 

This state machine can be invoked by the Data Storage mechanism. 1005 
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 1006 

Figure 104 – Data Storage submachine "Download_10" 1007 

 1008 

Figure 105 demonstrates the Data Storage download sequence using the Data Storage Index 1009 
(DSI) specified in B.2.3 in [1] and Table B.10 in [1].The structure of Index_List is specified in 1010 
Table B.10 in [1]. The DS_UPLOAD_FLAG shall be reset at the end of each sequence (see 1011 
Table B.10 in [1]). 1012 

 1013 

Figure 105 – Data Storage download sequence diagram 1014 

Table 131 shows the states and transitions of the Data Storage state machines. 1015 
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Table 131 – States and transitions of the Data Storage state machines 1016 

STATE NAME STATE DESCRIPTION 

CheckActivationState_0 Check current state of the DS configuration: Independently from communication status, 
DS_Startup from configuration management or an Event DS_UPLOAD_REQ is ex-
pected. 

WaitingOnDSActivity_1 Waiting for upload request, Device startup, all changes of activation state independent 
of the Device communication state. 

UpDownload_2 Submachine for up/download actions and checks 

Off_3 Data Storage handling switched off or deactivated 

SM: CheckIdentity_4 Check Device identification (DeviceID, VendorID) against parameter set within the Data 
Storage (see Table F.2 in [1]). Empty content does not lead to a fault. 

SM: CheckMemSize_5 Check data set size (Index 3, Subindex 3) against available Master storage size 

SM: CheckUpload_6 Check for DS_UPLOAD_FLAG within the Data Storage Index (see Table B.10 in [1]). 

SM: Upload_7  Submachine for the upload actions  

SM: CheckDSValidity_8 Check whether stored data within the Master is valid or invalid. A Master could be re-
placed between upload and download activities. It is the responsibility of a Master de-
signer to implement a validity mechanism according to the chosen use cases 

SM: CheckChecksum_9 Check for differences between the data set content and the Device parameter via the 
"Parameter Checksum" within the Data Storage Index (see Table B.10 in [1]). 

SM: Download_10 Submachine for the download actions 

SM: DS_Ready_11 Prepare DS_Ready indication to the Configuration Management (CM) 

SM: DS_Fault_12 Prepare DS_Fault indication from "Identification_Fault", "SizeCheck_Fault", "Up-
load_Fault", and "Download_Fault" to the Configuration Management (CM)  

SM: Decompose_IL_13 Read Index List within the Data Storage Index (see Table B.10 in [1]). Read content 
entry by entry of the Index List from the Device (see Table B.11 in [1]).  

SM: ReadParameter_14 Wait until read content of one entry of the Index List from the Device is accomplished. 

SM: StoreDataSet_15 Task of the gateway application: store entire data set according to Table F.1 in [1] and 
Table F.2 in [1]. 

SM: Upload_Fault_16 Prepare Upload_Fault indication from "Device_Error" and "COM_ERROR" as input for 
the higher level indication DS_Fault.  

SM: Decompose_Set_17 Write parameter by parameter of the data set into the Device according to Table F.1 in 
[1].    

SM: Write_Parameter_18 Wait until write of one parameter of the data set into the Device is accomplished. 

SM: Download_Done_19 Download completed. Read back "Parameter Checksum" from the Data Storage Index 
according to Table B.10 in [1]. Save this value in the stored data set according to Table 
F.2 in [1].  

SM: Download_Fault_20 Prepare Download_Fault indication from "Device_Error" and "COM_ERROR" as input 
for the higher level indication DS_Fault. 

 1017 
TRANSITION SOURCE 

STATE 
TARGET 
STATE 

ACTION 

T1 0 1 - 

T2 1 2 - 

T3 2 1 OD_Unblock; Indicate DS_Ready to CM 

T4 1 2 Confirm Event "DS_UPLOAD_REQ" 

T5 2 1 DS_Break (AL_Write, Index 3, Subindex 1); clear intermediate data (gar-
bage collection); rollback to previous parameter state; DS_Fault (see Fig-
ure 97; OD_Unblock. 

T6 3 2 - 

T7 0 3 - 

T8 3 1 - 

T9 1 1 Clear saved parameter set (see Table F.1 in [1] and Table F.2 in [1]). 
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TRANSITION SOURCE 
STATE 

TARGET 
STATE 

ACTION 

T10 3 3 Clear saved parameter set (see Table F.1 in [1] and Table F.2 in [1]). 

T11 1 3 Clear saved parameter set (see Table F.1 in [1] and Table F.2 in [1]). 

T12 1 3 - 

T13 3 3 Confirm Event "DS_UPLOAD_REQ"; no further action 

T14 3 3 DS_Ready to CM 

T15 4 12 Indicate DS_Fault(Identification_Fault) to the gateway application 

T16 4 5 Read "Data Storage Size" according to Table B.10 in [1], OD_Block 

T17 5 12 Indicate DS_Fault(SizeCheck_Fault) to the gateway application 

T18 5 6 Read "DS_UPLOAD_FLAG" according to Table B.10 in [1]. 

T19 6 7 Data Storage Index 3, Subindex 1: "DS_UploadStart" (see Table B.10 in 
[1]) 

T20 6 8 - 

T21 8 7 Data Storage Index 3, Subindex 1: "DS_UploadStart" (see Table B.10 in 
[1]) 

T22 8 9 - 

T23 7 12 Data Storage Index 3, Subindex 1: "DS_Break" (see Table B.10 in [1]). 
Indicate "DS_Fault(Upload)" to the gateway application 

T24 9 10 Data Storage Index 3, Subindex 1: "DS_DownloadStart" (see Table B.10 in 
[1]) 

T25 9 11 - 

T26 7 11 Data Storage Index 3, Subindex 1: "DS_UploadEnd"; read Parameter 
Checksum (see Table B.10 in [1])  

T27 10 11 - 

T28 10 12 Data Storage Index 3, Subindex 1: "DS_Break" (see Table B.10 in [1]). 
Indicate "DS_Fault (Download)" to the gateway application. 

T29 6 12 Indicate DS_Fault(Data Storage locked) to the gateway application 

T30 13 14 AL_Read (Index List) 

T31 14 13 - 

T32 14 16 -  

T33 14 16 - 

T34 13 16 - 

T35 13 15 Read "Parameter Checksum" (see Table B.10 in [1]). 

T36 15 16 - 

T37 17 18 Write parameter via AL_Write 

T38 18 17 - 

T39 18 20 - 

T40 18 20 - 

T41 17 19 Data Storage Index 3, Subindex 1: "DS_DownloadEnd" (see Table B.10 in 
[1]) 
Read "Parameter Checksum" (see Table B.10 in [1]).  

T42 19 20 - 
 1018 

INTERNAL ITEMS TYPE DEFINITION 

DS_Cleared Bool DS Activation state: Data Storage handling switched off. This parameter is 
no more required for new implementations. See 7.2.5. 

DS_Disabled Bool DS Activation state: Data Storage handling deactivated. Derived from 
"Backup behavior  DISABLE" in "SMI_PortConfiguration", see 7.2.5. 
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INTERNAL ITEMS TYPE DEFINITION 

DS_Enabled Bool DS Activation state: Data Storage handling activated. Derived from "Back-
up behavior  BACKUP_RESTORE or  RESTORE" in "SMI_PortConfi-
guration", see 7.2.5. 

COMx_ERROR Bool Error in COMx communication detected 

Device_Error Bool Access to Index denied, AL_Read or AL_Write.cnf(-) with ErrorCode 0x80 

DS_Startup Variable Trigger from CM state machine, see Figure 97 

NoCOMx Bool No COMx communication  

COMx Bool COMx communication working properly 

DS_UPLOAD_REQ Event See Table D.2 in [1] 

UploadEnable Bool DS parameter: Data Storage handling configuration. Derived from "Backup 
behavior  BACKUP_RESTORE" in "SMI_PortConfiguration", see 7.2.5. 

DownloadEnable Bool DS parameter: Data Storage handling configuration. Derived from "Backup 
behavior  BACKUP_RESTORE or  RESTORE" in "SMI_PortConfigura-
tion", see 7.2.5. 

DS_Valid Bool Valid parameter set available within the Master. See state description 
"SM: CheckDSValidity_8" 

DS_Invalid Bool No valid parameter set available within the Master. See state description 
"SM: CheckDSValidity_8" 

Checksum_Mismatch Bool Acquired "Parameter Checksum" from Device does not match the check-
sum within Data Storage (binary comparison)  

Checksum_Match Bool Acquired "Parameter Checksum" from Device matches the checksum with-
in Data Storage (binary comparison) 

 1019 

 Parameter selection for Data Storage 7.5.51020 

The Device designer defines the parameters that are part of the Data Storage mechanism.  1021 

The IODD marks all parameters not included in Data Storage with the attribute "exclud-1022 
edFromDataStorage". However, the Data Storage mechanism shall not consider the infor-1023 
mation from the IODD but rather the Parameter List read out from the Device. 1024 

7.6 On-request Data exchange (ODE) 1025 

Figure 106 shows the state machine of the Master's On-request Data Exchange. This behav-1026 
iour is mandatory for a Master. 1027 

The gateway application is able via the service "SMI_DeviceRead" to read On-request Data 1028 
(OD) from the Device. This service is directly mapped to service AL_READ (Port, Index, Sub-1029 
index). See 8.2.2.1 in [1]. 1030 

SMI_DeviceWrite 1031 

The gateway application is able via the service "SMI_DeviceWrite" to write On-request Data 1032 
(OD) to the Device. This service is directly mapped to service AL_Write (Port, Index, Subin-1033 
dex). See 8.2.2.2 in [1]. 1034 

During an active data transmission of the Data Storage mechanism, all On-request Data re-1035 
quests are blocked. 1036 
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 1037 

Figure 106 – State machine of the On-request Data Exchange 1038 

Table 132 shows the state transition table of the On-request Data Exchange state machine. 1039 

Table 132 – State transition table of the ODE state machine 1040 

STATE NAME STATE DESCRIPTION 

Inactive_0 Waiting for activation 

ODactive_1 On-request Data communication active using AL_Read or AL_Write 

ODblocked_2 On-request Data communication blocked 
 1041 

TRANSITION SOURCE 
STATE 

TARGET 
STATE 

ACTION 

T1 0 0 Access blocked (inactive): indicates "Service not available" to the gateway 
application 

T2 0 1 - 

T3 1 0 - 

T4 1 1 AL_Read or AL_Write 

T5 1 2 - 

T6 2 2 Access blocked temporarily: indicates "Service not available" to the gate-
way application 

T7 2 1 - 
 1042 

INTERNAL ITEMS TYPE DEFINITION 

ODrequest Variable On-request Data read or write requested via AL_Read or AL_Write 

 1043 

7.7 Diagnosis Unit (DU) 1044 

 General 7.7.11045 

The Diagnosis Unit (DU) routes Device or Port specific Events via the SMI_DeviceEvent and 1046 
the SMI_PortEvent service to the gateway application (see Figure 97). These Events primarily 1047 
contain diagnosis information. The structure corresponds to the AL_Event in 8.2.2.11 in [1] 1048 
with Instance, Mode, Type, Origin, and EventCode. 1049 

Additionally, the DU generates a Device or port specific diagnosis status that can be retrieved 1050 
by the SMI_PortStatus service in PortStatusList (see Table 120 and 7.7.4).   1051 

 Device specific Events 7.7.21052 

The SMI_DeviceEvent service provides Device specific Events directly to the gateway appli-1053 
cation.  1054 

The special DS_UPLOAD_REQ Event (see 10.4 and Table D.2 in [1]) of a Device shall be re-1055 
directed to the common Master application Data Storage. Those Events are acknowledged by 1056 
the DU itself and not propagated via SMI_DeviceEvent to the gateway. 1057 
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Device diagnosis information flooding is avoided by flow control as shown in Figure 107, 1058 
which allows for only one Event per Device to be propagated via SMI_DeviceEvent to the 1059 
gateway application at a time.  1060 

 1061 

Figure 107 – DeviceEvent flow control  1062 

 Port specific Events 7.7.31063 

The SMI_PortEvent service provides also port specific Events directly to the gateway applica-1064 
tion. Those Events are similarly characterized by Instance = Application, Source = Master, 1065 
Type = Error or Warning, and Mode APPEARS or DISAPPEARS. Usually, only one PortEvent 1066 
at a time is pending as shown in Figure 108. 1067 

 1068 

Figure 108 – PortEvent flow control  1069 

Table 133 shows port specific Events (see A.6.4 in [1]). 1070 

Table 133 – Port specific Events  1071 

EventQualifier EventCode IDs Definition and recommended maintenance action 

INSTANCE:  
Application 
SOURCE:  
Master (local) 

0x0000 to 0x17FF Vendor specific 

0x1800 Reserved 

0x1801 Startup parametrization error – check parameter 

0x1802 Incorrect Device – Inspection Level mismatch  

0x1803 Process Data mismatch – check submodule configuration 

0x1804 Short circuit at C/Q – check wire connection 

0x1805 PHY overtemperature –  

0x1806 Short circuit at L+  – check wire connection 

0x1807 Undervoltage at L+ – check power supply (e.g. L1+) 

0x1808 Device Event overflow 
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EventQualifier EventCode IDs Definition and recommended maintenance action 

0x1809 Backup inconsistency – memory out of range (2048 octets) 

0x180A Backup inconsistency – Data Storage index not available 

0x180B Backup inconsistency – Data Storage unspecific error 

0x180C Backup inconsistency – upload fault 

0x180D Parameter inconsistency – download fault 

0x180E P24 (Class B) missing or undervoltage  

0x180F Short circuit at P24 (Class B) – check wire connection (e.g. L2+) 

 0x1810 to 0x1FFF Vendor specific 

See [10]  0x2000 to 0x2FFF Safety extensions 

See [11] 0x3000 to 0x3FFF Wireless extensions 

 0x4000 to 0x5FFF Vendor specific 

INSTANCE:  
Application 
SOURCE:  
Master (local) 

0x6000 Invalid cycle time 

0x6001 Revision fault – incompatible protocol version 

0x6002 ISDU batch failed – parameter inconsistency?  

 0x6003 to 0xFF20 Reserved 

INSTANCE:  
Application 
SOURCE:  
Master (local) 

0xFF21 to 0xFFFF See Table D.2 in [1] 

   1072 

 Dynamic diagnosis status 7.7.41073 

The DU generates the diagnosis status by collecting all appearing DeviceEvents and PortE-1074 
vents continuously in a buffer. Any disappearing Event will cause the DU to remove the corre-1075 
sponding Event with the same EventCode from the buffer. Thus, the buffer represents an ac-1076 
tual image of the consolidated diagnosis status, which can be taken over as diagnosis entries 1077 
within the PortStatusList (see Table 120). 1078 

After COMLOSS and during Device startup the buffer will be deleted. 1079 

 Best practice recommendations 7.7.51080 

Main goal for diagnosis information is to alert an operator in an efficient manner. That means: 1081 

• no diagnosis information flooding 1082 

• report of the root cause of an incident within a Device or within the Master/port and no 1083 
subsequent correlated faults 1084 

• diagnosis information shall provide information on how to maintain or repair the affected 1085 
component for fast recovery of the automation system. 1086 

Figure 109 shows an example of the diagnosis information flow through a complete 1087 
SDCI/fieldbus system. 1088 

NOTE The flow can end at the Master/PDCT or be more integrated depending on the fieldbus capabilities. 1089 

Within SDCI, diagnosis information on Devices is conveyed to the Master via Events consist-1090 
ing of EventQualifiers and EventCodes (see A.6 in [1]). The associated human readable text 1091 
is available for standardized EventCodes within this standard (see Annex D in [1]) and for 1092 
vendor specific EventCodes within the associated IODD file of a Device.  1093 

NOTE    The standardized EventCodes can be mapped to semantically identical or closest fieldbus channel diag-1094 
nosis definitions within the gateway application.  1095 

 1096 
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 1097 

NOTE Blue shaded areas indicate features specified in this standard 1098 

Figure 109 – Diagnosis information propagation via Events 1099 

 1100 

7.8 PD Exchange (PDE) 1101 

 General 7.8.11102 

The Process Data Exchange provides the transmission of Process Data between the gateway 1103 
application and the connected Device. 1104 

The Standard Master Interface (SMI) comes with the following three services for the gateway 1105 
application: 1106 

• SMI_PDIn allows for reading input Process Data from the InBuffer together with Quali-1107 
ty Information (PQI), see 7.2.15 1108 

• SMI_PDOut allows for writing output Process Data to the OutBuffer, see 7.2.16 1109 

• SMI_PDInOut allows for reading output Process Data from the OutBuffer and reading 1110 
input Process Data from the InBuffer within one cycle, see 7.2.17   1111 

After an established communication and Data Storage, the port is ready for any On-request 1112 
Data (ODE) transfers. Process Data exchange is enabled whenever the specific port or all 1113 
ports are switched to the OPERATE mode. 1114 

 Process Data input mapping 7.8.21115 

7.8.2.1 Port Modes "IOL_MANUAL" or "IOL_AUTOSTART" 1116 

Figure 97 shows how the Master application "Process Data Exchange" (PDE) is related to the 1117 
other Master applications. It is responsible for the cyclic acquisition of input data using the 1118 
service "AL_GetInput" (see 8.2.2.4 in [1]) and of Port Qualifier (PQ) information using the ser-1119 
vice "AL_Control" (see 8.2.2.12 in [1]).  1120 
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A gateway application can get access to these data via the service "SMI_PDIn". Figure 110 1121 
illustrates the principles of Process Data Input mapping.  1122 

 1123 

Figure 110 – Principles of Process Data Input mapping 1124 

In an initial step, the service "SMI_PortConfiguration" arranges for an InBuffer using the pa-1125 
rameter element "Input Data length" for the size of this buffer that is preset with "2" and that 1126 
shall be larger than the size of the input data.  1127 

In state OPERATE the input data are cyclicly copied into the InBuffer starting at offset "2". 1128 
Service "SMI_PDIn" reads this InBuffer (see 7.3.8). 1129 

The InBuffer is expanded by an octet "PQI" at the highest offset. Figure 111 illustrates the 1130 
structure of this octet.      1131 

 1132 

Figure 111 – Port Qualifier Information (PQI) 1133 

Bit 0 to 4: Reserved 1134 

These bits are reserved for future use. 1135 

Bit 5: DevCom 1136 

Parameter "PortStatusInfo" of service "SMI_PortStatus" provides the necessary information 1137 
for this bit. It will be set in case of "PREOPERATE", "OPERATE", or "INCORRECT_DEVICE". 1138 
It indicates Device is communicating. 1139 

Bit 6: DevErr 1140 

Parameter "PortStatusInfo" of service "SMI_PortStatus" provides the necessary information 1141 
for this bit. It will be set in case of "PORT_FAULT", "NOT_AVAILABLE", or "NO_DEVICE". It 1142 
indicates a Device error. 1143 

Bit 7: Port Qualifier (PQ) 1144 

A value VALID in service "AL_CONTROL" will set this bit. A value INVALID will reset this bit. 1145 

7.8.2.2 Port Mode "DI_C/Q" 1146 

In this Port Mode the signal status of DI_C/Q will be mapped into octet 0, Bit 0 of the InBuffer 1147 
(see Figure 110). 1148 
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7.8.2.3 Port Mode "DEACTIVATED" 1149 

In this Port Mode the InBuffer will be filled with "0".  1150 

 Process Data output mapping 7.8.31151 

7.8.3.1 Port Modes "IOL_MANUAL" or "IOL_AUTOSTART" 1152 

Master application "Process Data Exchange" (PDE) is responsible for the cyclic transfer of 1153 
output data using the service "AL_SetOutput" (see 8.2.2.10 in [1]). 1154 

A gateway application can write data via the service "SMI_PDOut" into the OutBuffer. Figure 1155 
112 illustrates the principles of Process Data Output mapping.  1156 

 1157 

Figure 112 – Principles of Process Data Output mapping  1158 

In an initial step, the service "SMI_PortConfiguration" arranges for an OutBuffer using the pa-1159 
rameter element "Output Data length" for the size of this buffer that is preset with "2" and that 1160 
shall be larger than the size of the output data. In state OPERATE the Process Data Out are 1161 
cyclicly copied to output data starting at offset "2". 1162 

The OutBuffer is expanded by an octet "OE" (Output Enable) at the highest offset. Bit 0 indi-1163 
cates the validity of the Process Data Out. "0" means invalid, "1" means valid data. A change 1164 
of this Bit from "0" to "1" will launch an AL_Control with "PDout valid". A change of this Bit 1165 
from "1" to "0" will launch an AL_Control with "PDout invalid". See "OE Det" in Figure 112. 1166 

A substitute value will be activated when in port mode "DO_C/Q". 1167 

7.8.3.2 Port Mode: "DO_C/Q" 1168 

In this Port Mode octet 0, Bit 0 of the Process Data Out in the OutBuffer will be mapped into 1169 
the signal status of DO_C/Q (see Figure 112). 1170 

 Process Data invalid/valid qualifier status 7.8.41171 

A sample transmission of an output PD qualifier status "invalid" from Master AL to Device AL 1172 
is shown in the upper section of Figure 113. 1173 
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 1174 

Figure 113 – Propagation of PD qualifier status between Master and Device 1175 

The Master informs the Device about the output Process Data qualifier status "valid/invalid" 1176 
by sending MasterCommands (see Table B.2 in [1]) to the Direct Parameter page 1 (see 1177 
7.3.7.1 in in [1]).  1178 

For input Process Data the Device sends the Process Data qualifier status in every single 1179 
message as the "PD status" flag in the Checksum / Status (CKS) octet (see A.1.5 in [1]) of the 1180 
Device message. A sample transmission of the input PD qualifier status "valid" from Device 1181 
AL to Master AL is shown in the lower section of Figure 113. 1182 

Any perturbation while in interleave transmission mode leads to an input or output Process 1183 
Data qualifier status "invalid" indication respectively. 1184 

8 Integration (New clause 12) 1185 

8.1 Generic Master model for system integration 1186 

Figure 114 shows the integration relevant excerpt of Figure 93. Basis is the Standardized 1187 
Master Interface (SMI), which is specified in an abstract manner in 7.2. It transforms SDCI 1188 
objects into services and objects appropriate for the upper level systems such as embedded 1189 
controllers, IT systems (JSON), fieldbuses and PLCs, engineering systems, as well as univer-1190 
sal Master Tools (PDCT) for Masters of different brands. 1191 

It is an objective of this SMI to achieve uniform behavior of Masters of different brands from a 1192 
user's point of view. Another objective is to provide a stringent specification for organizations 1193 
developing integration specifications into their systems without administrative overhead.     1194 
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 1195 

Figure 114 – Generic Master model for system integration  1196 

8.2 Role of gateway applications 1197 

It is the role of gateway applications to provide translations of SMI services into the target 1198 
systems. The complete set of SMI services is mandatory for integration into fieldbuses. The 1199 
designer of a gateway application determines the SMI service call technology. 1200 

Gateway applications such as shown in Figure 114 include but are not limited to:  1201 

• Pure coding tasks of the abstract SMI services, for example for embedded controllers;  1202 

• Comfortable webserver providing text and data for standard browsers using for exam-1203 
ple XML, JSON; 1204 

• OPC-UA server used for parameterization and data exchange via IT applications; se-1205 
curity solutions available; 1206 

• Adapters with a fieldbus interface for programmable logic controllers (PLCs) and hu-1207 
man machine interfaces based on OPC-UA; 1208 

• Adapters for a User Datagram Protocol (UDP) to connect engineering tools. 1209 

 1210 

8.3 Security 1211 

The aspect of security is important whenever access to Master and Device data is involved. In 1212 
case of fieldbuses most of the fieldbus organizations provide dedicated guidelines on security. 1213 
In general, the IEC 62443 series is an appropriate source of protection strategies for industrial 1214 
automation applications.    1215 

8.4 Special gateway applications 1216 

 Changing Device configuration including Data Storage 8.4.11217 

After each change of Device configuration/parameterization (CVID and/or CDID, see 9.2.2.2 1218 
in [1]), the associated previously stored data set within the Master shall be cleared or marked 1219 
invalid via the variable DS_Delete. 1220 

 Parameter server and recipe control 8.4.21221 

The Master may combine the entire parameter sets of the connected Devices together with all 1222 
other relevant data for its own operation, and make this data available for higher level applica-1223 
tions. For example, this data may be saved within a parameter server which may be accessed 1224 
by a PLC program to change recipe parameters, thus supporting flexible manufacturing. 1225 

NOTE   The structure of the data exchanged between the Master and the parameter server is outside the scope of 1226 
this standard. 1227 

8.5 Port and Device Configuration Tool (PDCT) 1228 

 Strategy 8.5.11229 

Figure 114 demonstrates the necessity of a tool to configure ports, parameterize the Device, 1230 
display diagnosis information, and provide identification and maintenance information. De-1231 
pending on the degree of integration into a fieldbus system, the PDCT functions can be re-1232 
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duced, for example if the port configuration can be achieved via the field device description 1233 
file of the particular fieldbus (engineering). 1234 

 Accessing Masters via SMI 8.5.21235 

Figure 115 illustrates sample sequences of a standardized PDCT access to Masters (SMI). 1236 
The Standardized Master Interface is specified in 7.2. 1237 

 1238 

Figure 115 – Sample sequences of PDCT access 1239 

  Basic layout examples 8.5.31240 

Figure 116 shows one example of a PDCT display layout.  1241 

 1242 

Figure 116 – Example 1 of a PDCT display layout 1243 
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The PDCT display should always provide a navigation window for a project or a network to-1244 
pology, a window for the particular view on a chosen Device that is defined by its IODD, and a 1245 
window for the available Devices based on the installed IODD files.  1246 

Figure 117 shows another example of a PDCT display layout. 1247 

   1248 

Figure 117 – Example 2 of a PDCT display layout 1249 

NOTE Further information can be retrieved from IEC/TR 62453-61. 1250 
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